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MODULE 1 USE CASE :
SABOTAGE REPORTING
BACKGROUND:

The electric utility sector is a critical part of a nation's infrastructure, and any
disruption or sabotage can have far-reaching consequences. Control CIP-001, as
defined by NERC CIP standards, emphasizes the importance of promptly identifying
and reporting sabotage attempts or suspicious activities to relevant authorities.

EXECUTIVE SUMMARY:

Control CIP-001 is designed to ensure that all incidents of sabotage or suspicious
activities within the electric utility sector are reported promptly to the appropriate
authorities. This control is essential for maintaining the security and reliability of the
Bulk Electric System (BES).

ASSESSMENT DONE:

An electric utility company recently conducted an assessment of its adherence to
Control CIP-001. The assessment involved reviewing the company's procedures for
identifying and reporting sabotage attempts or suspicious activities. It also included
an evaluation of the organization's training and awareness programs related to
sabotage reporting.

FINDINGS AND RECOMMENDATIONS:

e Findings: The assessment found that while the company had a basic reporting
mechanism in place, there was a lack of clarity regarding what constitutes
suspicious activities. Employees were uncertain about when to report incidents,
leading to potential underreporting.
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e Recommendations: Based on the findings, the following recommendations
were made:

1. Clarify the definition of suspicious activities and provide specific
examples to guide employees.

2. Enhance employee training programs to increase awareness of
sabotage indicators and the importance of timely reporting.

3. Conduct regular drills and exercises to practice sabotage reporting
procedures and improve response times.

CONCLUSION:

Control CIP-001 is a critical component of the NERC CIP standards, ensuring the
prompt identification and reporting of sabotage attempts or suspicious activities
within the electric utility sector. By implementing the recommendations, the electric
utility company aims to enhance its sabotage reporting processes and contribute to
the overall security and reliability of the Bulk Electric System.

EXERCISE:

In a group discussion or workshop setting, present a scenario involving a suspicious
activity within an electric utility facility. Encourage participants to identify the
indicators that suggest sabotage or suspicious behavior. Discuss when and how this
incident should be reported, and what authorities or stakeholders should be informed.
This exercise helps participants apply their knowledge of Control CIP-001 and
reinforces the importance of timely and accurate sabotage reporting.
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MODULE 2 USE CASE:
CRITICAL CYBER ASSET IDENTIFICATION

BACKGROUND:

Control CIP-002 is a fundamental component of NERC CIP standards. It requires
organizations in the electric utility sector to identify and document their Critical Cyber
Assets (CCAs) to ensure their proper protection. CCAs are essential components of
the Bulk Electric System (BES) that, if compromised, could have a significant impact
on its reliability.

EXECUTIVE SUMMARY:

Control CIP-002 mandates the identification and documentation of CCAs, a critical
step in securing the electric grid. Properly identifying and categorizing CCAs is
essential for implementing targeted security measures and protecting the BES.
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ASSESSMENT DONE:

A regional transmission organization recently conducted an assessment to evaluate
its compliance with Control CIP-002. The assessment involved a comprehensive
review of the organization's cyber assets, asset inventories, and their classification as
Critical Cyber Assets.

FINDINGS AND RECOMMENDATIONS:

o Findings: The assessment identified several areas of concern:

1.

Some critical assets were not properly identified as CCAs, leading to
inadequate security measures.

The organization lacked a standardized process for regularly reviewing
and updating the list of CCAs.

Documentation regarding the rationale behind the classification of
certain assets as CCAs was incomplete.

« Recommendations: Based on the findings, the following recommendations

were made:

1.

Conduct a thorough review of all cyber assets to ensure that CCAs are
correctly identified.

Establish a formal process for periodic reviews and updates of the CCA
list to reflect changes in the organization's infrastructure.

Enhance documentation to provide a clear rationale for why each asset
is classified as a CCA, including its impact on BES reliability.

CONCLUSION:

Control CIP-002 is a foundational control that ensures the proper identification and
documentation of Critical Cyber Assets within the electric utility sector. The
assessment and subsequent recommendations aim to strengthen the organization's
compliance with this control, enhancing the security and reliability of the Bulk Electric

System.
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EXERCISE:

In a workshop or training session, provide a list of cyber assets to participants and
ask them to identify which assets should be classified as Critical Cyber Assets based
on their understanding of Control CIP-002. Encourage discussion and debate about
the classification criteria. This exercise helps participants apply their knowledge of
asset identification and classification, reinforcing the importance of accurately
identifying CCAs for cybersecurity purposes.
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MODULE 3 USE CASE:
SECURITY MANAGEMENT CONTROLS
BACKGROUND:

Control CIP-003 emphasizes the importance of establishing and maintaining a
cybersecurity program that includes security management controls. This control is
crucial for ensuring that organizations in the electric utility sector have robust
cybersecurity policies and procedures in place.

EXECUTIVE SUMMARY:

Control CIP-003 requires organizations to develop and implement a cybersecurity
program that includes security management controls. A well-defined program is
essential for addressing cybersecurity risks and protecting the Bulk Electric System
(BES).

ASSESSMENT DONE:

A utility company recently conducted an assessment of its compliance with Control
CIP-003. The assessment involved a comprehensive review of the company's
cybersecurity program, policies, procedures, and their alignment with NERC CIP
standards.

FINDINGS AND RECOMMENDATIONS:

e Findings: The assessment revealed several areas of concern:

1. The cybersecurity program lacked clearly defined policies and
procedures for incident response and recovery.

2. Roles and responsibilities for cybersecurity management were not well-
defined, leading to confusion among employees.
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3. The organization did not have a formal process for conducting regular
risk assessments.

« Recommendations: Based on the findings, the following recommendations
were made:

1. Develop and implement comprehensive incident response and recovery
procedures, including communication and coordination protocols.

2. Define clearroles and responsibilities for cybersecurity management and
ensure that employees understand their roles.

3. Establish a formal process for conducting regular risk assessments,
identifying vulnerabilities, and mitigating them effectively.

CONCLUSION:

Control CIP-003 is a critical control that mandates the establishment and
maintenance of a robust cybersecurity program with security management controls.
The assessment and recommendations aim to enhance the organization's compliance
with this control, strengthening its ability to manage cybersecurity risks and protect
the Bulk Electric System.

EXERCISE:

Organize a tabletop exercise or scenario-based workshop. Present participants with
a cybersecurity incident scenario (e.g., a breach attempt or a critical system outage).
Ask participants to collectively define and discuss the steps they would take to
respond to the incident based on the organization's cybersecurity program. This
exercise helps participants apply their knowledge of security management controls
and incident response procedures in a practical scenario, reinforcing the importance
of a well-defined cybersecurity program.

SkillWeed -



NERC CIP USE CASE WORKBOOK

MODULE 4 USE CASE:
PERSONNEL AND TRAINING

 CYBER SEEURITY

.
& Username

BACKGROUND:

Control CIP-004 is a critical component of NERC CIP standards, emphasizing the
importance of ensuring that personnel who have access to Critical Cyber Assets
(CCAs) are appropriately trained and aware of cybersecurity risks and best practices.

EXECUTIVE SUMMARY:

Control CIP-004 mandates that organizations in the electric utility sector establish
and maintain a personnel training and awareness program. This control is essential
for ensuring that employees are equipped with the knowledge and skills necessary to
protect the Bulk Electric System (BES) from cyber threats.
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ASSESSMENT DONE:

A utility company recently conducted an assessment of its compliance with Control
CIP-004. The assessment involved evaluating the organization's personnel training
and awareness program, including training materials, frequency of training, and
employee awareness levels.

FINDINGS AND RECOMMENDATIONS:

o Findings: The assessment identified several areas of concern:

1.

Some employees had not received cybersecurity training, particularly
those in non-technical roles.

Training materials lacked practical, role-specific examples that
employees could relate to.

Employee awareness of cybersecurity risks was inconsistent across the
organization.

« Recommendations: Based on the findings, the following recommendations

were made:
1. Ensure that all employees, including non-technical staff, receive
cybersecurity training tailored to their roles.
2. Enhance training materials by incorporating real-world examples and
scenarios relevant to employees' daily tasks.
3. Implement regular awareness campaigns and assessments to gauge

employee understanding and awareness of cybersecurity risks.

CONCLUSION:

Control CIP-004 is crucial for ensuring that personnel are adequately trained and
aware of cybersecurity risks within the electric utility sector. The assessment and
recommendations aim to strengthen the organization's compliance with this control,
enhancing its overall cybersecurity posture and contributing to the protection of the
Bulk Electric System.
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EXERCISE:

Conduct a role-based cybersecurity training session for employees in different job
functions within your organization. Use scenarios and examples that are specific to
each role to illustrate cybersecurity best practices and potential risks. After the
training, quiz employees on their knowledge of cybersecurity in their respective roles.
This exercise helps participants apply their knowledge of personnel training and
awareness in a practical, role-specific context, reinforcing the importance of tailored

training programs.
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MODULE 5 USE CASE:
ELECTRONIC SECURITY PERIMETER(S)
BACKGROUND:

Control CIP-005 is a critical control within NERC CIP standards, addressing the
establishment and management of Electronic Security Perimeter(s) (ESP). ESPs are
essential for protecting Critical Cyber Assets (CCAs) by defining boundaries within
which cybersecurity measures are applied.

EXECUTIVE SUMMARY:

Control CIP-005 requires organizations in the electric utility sector to establish,
monitor, and manage Electronic Security Perimeter(s) (ESP) around Critical Cyber
Assets (CCAs). These perimeters are vital for controlling access and protecting the
Bulk Electric System (BES) from cyber threats.

ASSESSMENT DONE:

A utility company recently conducted an assessment of its compliance with Control
CIP-005. The assessment involved a thorough review of the organization's Electronic
Security Perimeter(s), including their design, implementation, monitoring, and access
controls.

FINDINGS AND RECOMMENDATIONS:

o Findings: The assessment identified several areas of concern:

1. Inadequate documentation of ESP design and configuration, making it
challenging to verify compliance.

2. Unauthorized devices discovered within ESPs, indicating weaknesses in
access controls.
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3. Insufficient real-time monitoring of ESP boundaries for potential
anomalies.

« Recommendations: Based on the findings, the following recommendations
were made:

1. Document the design and configuration of ESPs comprehensively,
including network diagrams and access control lists.

2. Strengthen access controls to prevent unauthorized devices from
entering ESPs.

3. Implement real-time monitoring and alerting mechanisms to detect and
respond to potential boundary breaches promptly.

CONCLUSION:

Control CIP-005 plays a crucial role in defining, monitoring, and managing Electronic
Security Perimeter(s) around Critical Cyber Assets. The assessment and
recommendations aim to enhance the organization's compliance with this control,
strengthening its ability to protect the Bulk Electric System (BES) from cyber threats.

EXERCISE:

Organize a workshop or simulation where participants are tasked with designing an
Electronic Security Perimeter (ESP) for a hypothetical utility company. Provide them
with a list of CCAs and assets that need protection, and challenge them to create a
secure ESP design with access controls and monitoring mechanisms. Discuss the
rationale behind their design choices. This exercise helps participants apply their
knowledge of ESP design and access control in a practical scenario, reinforcing the
importance of secure perimeters.
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MODULE 6 USE CASE:
PHYSICAL SECURITY OF CRITICAL CYBER ASSETS

BACKGROUND:

Control CIP-006 is a critical control within NERC CIP standards, emphasizing the
importance of ensuring the physical security of Critical Cyber Assets (CCAs).
Protecting CCAs from unauthorized physical access is vital for safeguarding the Bulk
Electric System (BES) from cyber threats.

EXECUTIVE SUMMARY:

Control CIP-006 mandates that organizations in the electric utility sector establish
and maintain physical security measures to protect Critical Cyber Assets (CCAs) from
unauthorized access. Robust physical security is essential for preventing physical
tampering and cyberattacks.
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ASSESSMENT DONE:

A utility company recently conducted an assessment of its compliance with Control
CIP-006. The assessment involved a comprehensive review of physical security
measures in place for CCAs, including access controls, monitoring, and response
procedures.

Findings and Recommendations:
« Findings: The assessment identified several areas of concern:

1. Inadequate access controls at CCA locations, including insufficient
fencing and surveillance.

2. Lack of regular monitoring and auditing of physical security measures.

3. Limited employee awareness regarding the importance of reporting
physical security incidents.

« Recommendations: Based on the findings, the following recommendations
were made:

1. Strengthen access controls at CCA locations by implementing robust
fencing, surveillance, and intrusion detection systems.

2. Establish a regular monitoring and auditing program to assess the
effectiveness of physical security measures.

3. Enhance employee training and awareness programs to emphasize the
importance of reporting any physical security incidents or concerns.

CONCLUSION:

Control CIP-006 is essential for ensuring the physical security of Critical Cyber Assets
(CCAs) within the electric utility sector. The assessment and recommendations aim to
strengthen the organization's compliance with this control, enhancing its ability to
protect the Bulk Electric System (BES) from cyber threats originating from
unauthorized physical access.
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EXERCISE:

Conduct a tabletop exercise where participants are presented with a scenario
involving a physical security breach attempt at a CCA location. Participants should
discuss and develop a response plan that includes notifying appropriate authorities,
securing the site, and conducting an investigation. This exercise helps participants
apply their knowledge of physical security measures and response procedures in a
practical, incident-response context, reinforcing the importance of robust physical
security for CCAs.
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MODULE 7 USE CASE:
SYSTEMS SECURITY MANAGEMENT
BACKGROUND:

Control CIP-007 is a crucial control within NERC CIP standards, emphasizing the need
for organizations in the electric utility sector to establish and maintain a
comprehensive Systems Security Management (SSM) program. This program is
essential for securing Critical Cyber Assets (CCAs) and maintaining the integrity of
the Bulk Electric System (BES).

EXECUTIVE SUMMARY:

Control CIP-007 mandates that organizations establish a Systems Security
Management (SSM) program to ensure the security of Critical Cyber Assets (CCAs).
This control includes activities such as vulnerability assessments, patch management,
and security event monitoring.

ASSESSMENT DONE:

A utility company recently conducted an assessment of its compliance with Control
CIP-007. The assessment involved a detailed review of the organization's SSM
program, including vulnerability assessments, patch management procedures, and
security event monitoring practices.

FINDINGS AND RECOMMENDATIONS:

e Findings: The assessment identified several areas of concern:

1. Incomplete and irregular vulnerability assessments, leaving certain
CCAs vulnerable to known threats.

2. Delays in applying security patches, increasing the risk of exploitation.
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3. Inadequate security event monitoring, resulting in delayed detection of
security incidents.

« Recommendations: Based on the findings, the following recommendations
were made:

1. Implement a regular and comprehensive vulnerability assessment
program to identify and prioritize security vulnerabilities in CCAs.

2. Establish a more efficient and timely patch management process to
ensure the prompt application of security updates.

3. Enhance security event monitoring capabilities to detect and respond to
security incidents in a more timely manner.

CONCLUSION:

Control CIP-007 is critical for ensuring the security of Critical Cyber Assets (CCAS)
within the electric utility sector. The assessment and recommendations aim to
strengthen the organization's compliance with this control, enhancing its ability to
protect the Bulk Electric System (BES) by proactively managing system security.

EXERCISE:

Organize a tabletop exercise where participants are presented with a scenario
involving the detection of a potential security incident within a Critical Cyber Asset
(CCA). Participants should discuss and develop a response plan that includes isolating
the affected CCA, conducting forensics, and notifying relevant authorities. This
exercise helps participants apply their knowledge of Systems Security Management
(SSM) and incident response procedures in a practical, incident-response context,
reinforcing the importance of proactive security management.
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MODULE 8 USE CASE:
INCIDENT REPORTING AND RESPONSE PLANNING

BACKGROUND:

Control CIP-008 is a critical component of NERC CIP standards, emphasizing the need
for organizations in the electric utility sector to establish and maintain an incident
reporting and response planning program. This program is essential for effectively
responding to and mitigating cybersecurity incidents.

EXECUTIVE SUMMARY:

Control CIP-008 mandates that organizations develop and maintain an incident
reporting and response planning program to ensure the timely detection, reporting,
and mitigation of cybersecurity incidents. Prompt incident response is crucial for
protecting Critical Cyber Assets (CCAs) and the Bulk Electric System (BES) from cyber
threats.
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ASSESSMENT DONE:

A utility company recently conducted an assessment of its compliance with Control
CIP-008. The assessment involved a comprehensive review of the organization's
incident reporting and response planning program, including incident detection
capabilities, response procedures, and coordination with external entities.

FINDINGS AND RECOMMENDATIONS:

o Findings: The assessment identified several areas of concern:

1.

Limited incident detection capabilities, resulting in delayed incident
identification.

Lack of clarity regarding roles and responsibilities during incident
response.

Insufficient coordination with external entities, such as Information
Sharing and Analysis Centers (ISACs).

« Recommendations: Based on the findings, the following recommendations

were made:
1. Enhance incident detection capabilities by implementing more advanced
monitoring and detection tools.
2. Develop and document clear incident response procedures, including
roles and responsibilities for incident responders.
3. Establish a formal process for coordinating incident response activities
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CONCLUSION:

Control CIP-008 is crucial for ensuring the effective detection, reporting, and response
to cybersecurity incidents within the electric utility sector. The assessment and
recommendations aim to strengthen the organization's compliance with this control,
enhancing its ability to protect CCAs and the BES by responding to incidents in a
timely and coordinated manner.

EXERCISE:

Conduct a tabletop exercise where participants are presented with a simulated
cybersecurity incident scenario, such as a ransomware attack or data breach.
Participants should discuss and develop an incident response plan, including the steps
to be taken, communication procedures, and coordination with external entities. This
exercise helps participants apply their knowledge of incident response planning and
coordination in a practical, incident-response context, reinforcing the importance of
effective incident response.
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MODULE 9 USE CASE:
RECOVERY PLANS FOR CRITICAL CYBER ASSETS
BACKGROUND:

Control CIP-009 is a critical control within NERC CIP standards, emphasizing the need
for organizations in the electric utility sector to develop and maintain recovery plans
for Critical Cyber Assets (CCAs). These plans are essential for minimizing downtime
and restoring services in the event of a cybersecurity incident.

EXECUTIVE SUMMARY:

Control CIP-009 mandates that organizations establish and maintain recovery plans
for Critical Cyber Assets (CCAs). These plans should outline the steps and procedures
for recovering from a cybersecurity incident and restoring the Bulk Electric System
(BES) to normal operation.

ASSESSMENT DONE:

A utility company recently conducted an assessment of its compliance with Control
CIP-009. The assessment involved a detailed review of the organization's recovery
plans for CCAs, including their completeness, effectiveness, and alignment with NERC
CIP standards.

FINDINGS AND RECOMMENDATIONS:

o Findings: The assessment identified several areas of concern:

1. Incomplete recovery plans that lacked specific details on recovery
procedures.

2. Limited testing and validation of the recovery plans, leading to
uncertainty about their effectiveness.

SkillWeed - l




NERC CIP USE CASE WORKBOOK

3. Lack of clear communication and coordination protocols for incident
response and recovery.

« Recommendations: Based on the findings, the following recommendations
were made:

1. Enhance the completeness and specificity of recovery plans by detailing
step-by-step procedures for each CCA.

2. Establish a regular testing and validation program for the recovery plans
to ensure their effectiveness and identify areas for improvement.

3. Develop clear communication and coordination protocols for incident
response and recovery, including roles and responsibilities.

CONCLUSION:

Control CIP-009 is vital for ensuring that organizations are prepared to recover from
cybersecurity incidents and restore Critical Cyber Assets (CCAs) and the Bulk Electric
System (BES) to normal operation. The assessment and recommendations aim to
strengthen the organization's compliance with this control, enhancing its ability to
recover from incidents effectively.

EXERCISE:

Organize a tabletop exercise where participants are presented with a simulated
cybersecurity incident scenario that impacts a Critical Cyber Asset (CCA). Participants
should discuss and develop a recovery plan for the CCA, including the specific steps
to be taken, roles and responsibilities, and communication protocols. This exercise
helps participants apply their knowledge of recovery planning and coordination in a
practical, incident-response context, reinforcing the importance of effective recovery
plans.
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MODULE 10 USE CASE:

CONFIGURATION CHANGE MANAGEMENT AND
VULNERABILITY ASSESSMENTS

BACKGROUND:

Control CIP-010 is a critical component of NERC CIP standards, emphasizing the need
for organizations in the electric utility sector to implement configuration change
management and vulnerability assessment processes. These processes are essential
for identifying and managing cybersecurity risks associated with changes to Critical
Cyber Assets (CCAs).
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EXECUTIVE SUMMARY:

Control CIP-010 mandates that organizations establish and maintain processes for
configuration change management and vulnerability assessments of Critical Cyber
Assets (CCAs). These processes are crucial for ensuring that changes to CCAs do not
introduce vulnerabilities that could compromise the Bulk Electric System (BES)
security.

ASSESSMENT DONE:

A utility company recently conducted an assessment of its compliance with Control
CIP-010. The assessment involved a comprehensive review of the organization's
configuration change management and vulnerability assessment processes, including
their documentation, implementation, and effectiveness.

FINDINGS AND RECOMMENDATIONS:

e Findings: The assessment identified several areas of concern:

1. Lack of comprehensive documentation for configuration change
management processes, making it challenging to track and assess
changes.

2. Incomplete and irregular vulnerability assessments, leaving certain
CCAs at risk.

3. Limited coordination between the configuration change management
and vulnerability assessment processes.

e Recommendations: Based on the findings, the following recommendations
were made:

1. Establish a comprehensive and well-documented configuration change
management process that includes clear procedures for change
requests, approvals, and tracking.

2. Implement regular and thorough vulnerability assessments, including
assessments of new configurations and changes.
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3. Enhance coordination between the configuration change management
and vulnerability assessment processes to ensure that changes are
assessed for potential vulnerabilities.

CONCLUSION:

Control CIP-010 is essential for ensuring that organizations effectively manage
configuration changes and vulnerabilities associated with Critical Cyber Assets
(CCAs) within the electric utility sector. The assessment and recommendations aim to
strengthen the organization's compliance with this control, enhancing its ability to
identify and mitigate cybersecurity risks.

EXERCISE:

Conduct a scenario-based workshop where participants are presented with a
simulated configuration change request for a Critical Cyber Asset (CCA). Participants
should discuss and develop a process for reviewing, approving, and implementing the
change while considering potential vulnerabilities. This exercise helps participants
apply their knowledge of configuration change management and vulnerability
assessment processes in a practical, change management context, reinforcing the
importance of managing changes securely.
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MODULE 11 USE CASE:
INFORMATION PROTECTION
BACKGROUND:

Control CIP-011 is a crucial control within NERC CIP standards, emphasizing the need
for organizations in the electric utility sector to establish and maintain measures for
protecting sensitive and critical information. This control is essential for safequarding
Critical Cyber Assets (CCAs) and the Bulk Electric System (BES) from information-
related threats.

EXECUTIVE SUMMARY:

Control CIP-011 mandates that organizations develop and implement measures to
protect sensitive and critical information related to Critical Cyber Assets (CCAs).
These measures are essential for preventing unauthorized access, disclosure, or
alteration of critical information.

ASSESSMENT DONE:

A utility company recently conducted an assessment of its compliance with Control
CIP-011. The assessment involved a comprehensive review of the organization's
measures for protecting sensitive and critical information, including data encryption,
access controls, and data classification.

FINDINGS AND RECOMMENDATIONS:

e Findings: The assessment identified several areas of concern:

1. Inadequate data encryption for sensitive information, leaving it
vulnerable to interception.
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2. Insufficient access controls, allowing unauthorized personnel to access
sensitive data.

3. Lack of a comprehensive data classification system, making it
challenging to prioritize and protect critical information adequately.

« Recommendations: Based on the findings, the following recommendations
were made:

1. Implement robust data encryption mechanisms for sensitive information
both in transit and at rest.

2. Strengthen access controls by enforcing strict authentication and
authorization measures.

3. Develop and implement a data classification system that categorizes
information based on its criticality, ensuring that critical information
receives the highest level of protection.

CONCLUSION:

Control CIP-011 is vital for ensuring that organizations effectively protect sensitive
and critical information associated with Critical Cyber Assets (CCAs) within the
electric utility sector. The assessment and recommendations aim to strengthen the
organization's compliance with this control, enhancing its ability to safeguard critical
information and the Bulk Electric System (BES).

EXERCISE:

Organize a workshop or discussion where participants are presented with a scenario
involving a potential data breach or unauthorized access to sensitive information
related to a Critical Cyber Asset (CCA). Participants should discuss and develop a
response plan, including steps to contain the breach, notify affected parties, and
investigate the incident. This exercise helps participants apply their knowledge of
information protection measures in a practical, incident-response context, reinforcing
the importance of protecting sensitive data.
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MODULE 12 USE CASE:
COMMUNICATIONS

BACKGROUND:

Control CIP-012 is a critical control within NERC CIP standards, emphasizing the need
for organizations in the electric utility sector to establish and maintain a
communication plan for cybersecurity incidents. Effective communication is essential
for coordinating incident response and ensuring timely information sharing.

EXECUTIVE SUMMARY:

Control CIP-012 mandates that organizations develop and implement a
communication plan for cybersecurity incidents. This plan should include procedures
for internal and external communication, notification, and coordination in the event of
a cybersecurity incident affecting Critical Cyber Assets (CCAs) and the Bulk Electric
System (BES).
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ASSESSMENT DONE:

A utility company recently conducted an assessment of its compliance with Control
CIP-012. The assessment involved a thorough review of the organization's
communication plan for cybersecurity incidents, including its completeness, clarity,
and alignment with NERC CIP standards.

FINDINGS AND RECOMMENDATIONS:

o Findings: The assessment identified several areas of concern:

1.

Lack of a comprehensive communication plan specifically tailored for
cybersecurity incidents.

Unclear procedures for notifying relevant authorities and stakeholders in
the event of an incident.

Limited coordination and communication practices with external entities,
such as regulatory agencies and industry partners.

« Recommendations: Based on the findings, the following recommendations
were made:

1.
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Develop a comprehensive communication plan for cybersecurity
incidents that includes clear procedures for incident reporting, internal
communication, and external notification.

Establish  well-defined roles and responsibilities for incident
communication, ensuring that key personnel know their roles during an
incident.

Foster closer coordination and communication with external entities,
including regulatory agencies and industry partners, to facilitate
information sharing and incident response.
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CONCLUSION:

Control CIP-012 is essential for ensuring effective communication and coordination in
the event of a cybersecurity incident affecting Critical Cyber Assets (CCAs) and the
Bulk Electric System (BES). The assessment and recommendations aim to strengthen
the organization's compliance with this control, enhancing its ability to respond to
incidents and share critical information.

EXERCISE:

Organize a role-playing exercise where participants are assigned various roles within
an electric utility company and external entities (e.g., regulatory agency, industry
partner). Present participants with a simulated cybersecurity incident scenario, and
they must practice the communication and coordination procedures outlined in the
communication plan. This exercise helps participants apply their knowledge of
incident communication and coordination in a realistic scenario, reinforcing the
importance of effective communication during incidents.
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MODULE 13 USE CASE:
SUPPLY CHAIN RISK MANAGEMENT
BACKGROUND:

Control CIP-013 is a crucial control within NERC CIP standards, emphasizing the need
for organizations in the electric utility sector to establish and maintain a supply chain
risk management program. This program is essential for identifying and mitigating
cybersecurity risks associated with third-party suppliers and services.

EXECUTIVE SUMMARY:

Control CIP-013 mandates that organizations develop and implement a supply chain
risk management program to assess and mitigate cybersecurity risks associated with
the supply chain. This control is vital for protecting Critical Cyber Assets (CCAs) and
ensuring the reliability and security of the Bulk Electric System (BES).

ASSESSMENT DONE:

A utility company recently conducted an assessment of its compliance with Control
CIP-013. The assessment involved a comprehensive review of the organization's
supply chain risk management program, including supplier assessments, risk
assessments, and risk mitigation measures.

FINDINGS AND RECOMMENDATIONS:

o Findings: The assessment identified several areas of concern:

1. Incomplete supplier assessments, with limited evaluation of
cybersecurity controls in the supply chain.

2. Insufficient risk assessments for supply chain-related cybersecurity risks,
leading to a lack of awareness of potential vulnerabilities.

SkillWeed - l




NERC CIP USE CASE WORKBOOK

3. Limited measures in place to mitigate supply chain risks, particularly
those associated with third-party vendors.

« Recommendations: Based on the findings, the following recommendations
were made:

1. Enhance supplier assessments to include a more comprehensive
evaluation of cybersecurity controls and practices.

2. Conduct regular risk assessments specific to supply chain-related
cybersecurity risks, identifying vulnerabilities and potential threats.

3. Implement robust risk mitigation measures, including contractual
agreements with suppliers that outline cybersecurity requirements and
responsibilities.

CONCLUSION:

Control CIP-013 is essential for ensuring that organizations effectively manage
cybersecurity risks associated with their supply chain. The assessment and
recommendations aim to strengthen the organization's compliance with this control,
enhancing its ability to protect Critical Cyber Assets (CCAs) and the Bulk Electric
System (BES) from supply chain-related threats.

EXERCISE:

Organize a tabletop exercise where participants are presented with a simulated
supply chain-related cybersecurity incident scenario, such as a breach through a
third-party vendor. Participants should discuss and develop a response plan,
including steps to contain the incident, notify relevant parties, and coordinate with
suppliers for recovery. This exercise helps participants apply their knowledge of
supply chain risk management in a practical, incident-response context, reinforcing
the importance of managing supply chain cybersecurity risks effectively.
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MODULE 14 USE CASE:
PHYSICAL SECURITY

BACKGROUND:

Control CIP-014 is a critical control within NERC CIP standards, emphasizing the need
for organizations in the electric utility sector to identify and protect Critical Cyber
Assets (CCAs) against physical security threats. Physical security measures are
essential for safeguarding CCAs and the Bulk Electric System (BES) from physical
attacks and vulnerabilities.

EXECUTIVE SUMMARY:

Control CIP-014 mandates that organizations develop and implement physical
security plans to protect Critical Cyber Assets (CCAs) from physical threats. These
plans should include measures for assessing physical security risks, implementing
access controls, and monitoring and responding to security incidents.
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ASSESSMENT DONE:

A utility company recently conducted an assessment of its compliance with Control
CIP-014. The assessment involved a comprehensive review of the organization's
physical security measures for CCAs, including access controls, perimeter security,
and incident response procedures.

FINDINGS AND RECOMMENDATIONS:

o Findings: The assessment identified several areas of concern:

1.

Weaknesses in perimeter security, including inadequate fencing and
surveillance.

Inconsistent access controls, with some areas lacking proper
authentication and authorization measures.

Limited coordination and response procedures for physical security
incidents.

« Recommendations: Based on the findings, the following recommendations

were made:
1. Strengthen perimeter security by enhancing fencing, surveillance, and
intrusion detection measures.
2. Implement consistent and robust access controls, including
authentication and authorization measures for all areas housing CCAs.
3. Develop and document clear incident response procedures for physical

security incidents, including roles and responsibilities for responders.

CONCLUSION:

Control CIP-014 is vital for ensuring that organizations effectively protect Critical
Cyber Assets (CCAs) against physical security threats within the electric utility sector.
The assessment and recommendations aim to strengthen the organization's
compliance with this control, enhancing its ability to protect CCAs and the Bulk Electric
System (BES) from physical vulnerabilities.
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EXERCISE:

Conduct a tabletop exercise where participants are presented with a simulated
physical security incident scenario, such as an attempted break-in or tampering with
a CCA. Participants should discuss and develop a response plan, including steps to
secure the site, notify appropriate authorities, and conduct an investigation. This
exercise helps participants apply their knowledge of physical security and incident
response procedures in a practical, incident-response context, reinforcing the
importance of robust physical security measures.
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MAPPING OF NERC CIP CONTROLS TO

NIST CSF AND IS0 27001:

NERC CIP Control

NIST CSF

NIST CSF
Subdomain

Category

ISO 27001 Clause

CIP-002 - BES Cyber System
Categorization

CIP-003 - Security
Management Controls

CIP-004 - Personnel and
Training

CIP-005 - Electronic Security
Perimeter(s)

CIP-006 - Physical Security of
Critical Cyber Assets

CIP-007 - Systems Security
Management

CIP-008 - Incident Reporting
and Response Planning

CIP-009 - Recovery Plans for
Critical Cyber Assets

CIP-010 - Configuration
Change Management and
Vulnerability Assessments

CIP-011 - Information
Protection

CIP-012 - Communications

CIP-013 - Supply Chain Risk
Management

CIP-014 - Physical Security
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Identify Asset Management
(ID.AM)
Protect Access Control
(PR.AC)
Protect Training and
Awareness (PR.AT)
Protect Data Security
(PR.DS)
Protect Physical Security
(PR.PS)
Detect Security Continuous
Monitoring (DE.CM)
Detect Detection Processes
(DE.DP) and
Respond
Recover Recovery Planning
(RC.RP)
Protect Configuration
Management
(PR.CM)
Protect Data Security
(PR.DS)
Detect Security Continuous
Monitoring (DE.CM)
Identify Supplier
Relationships (ID.SC)
Protect Physical Protection

(PR.PT)

A.12.6 - Control of

technical vulnerabilities

A.9.2.3 - Access control

A.7.2 - Information
security awareness,

education, and training

A.13.1.2 - Network

security management

A.11 - Physical and

environmental security

A.12.4 - Logging and

monitoring

Response Planning
(RS.RP)

A.17 - Business continuity

management

A.12.1.2 - Change control

A.13 - Information
security

A.18 - Compliance

A.15.1 - Information
security in supplier
relationships

A.11 - Physical and

environmental security




NERC CIP USE CASE WORKBOOK

Please note that while there is overlap between these frameworks and standards,
they are not perfectly aligned, and organizations should consider their specific
regulatory requirements, risk profiles, and operational contexts when implementing
controls.

Additionally, organizations should conduct a thorough assessment to ensure that they
adequately address the requirements of all applicable frameworks and standards, as
well as any regional or industry-specific requlations that may apply.
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