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SUMMARY

e Introduction to IT Auditing: This chapter could cover the basics of IT auditing,
including what IT auditing is, why it's important, and how IT audits differ from other
types of audits.

e IT Governance: This chapter could discuss the principles of IT governance,
including how IT should be aligned with business objectives, the role of IT in risk
management, and the importance of IT policies and procedures.

¢ IT Risk Management: This chapter could cover the different types of IT risks, how
to assess and prioritize them, and how to mitigate and manage them.

e |T Controls: This chapter could focus on the different types of IT controls, such as
preventive, detective, and corrective controls, and how they can be used to
mitigate IT risks.

e |T Security: This chapter could discuss the principles of IT security, including the
CIA (confidentiality, integrity, availability) triad, the different types of security
controls, and how to implement an effective security program.

e |IT Audit Techniques: This chapter could cover the different techniques used in IT
auditing, including interviews, observations, testing, and data analysis.

e IT Audit Reporting: This chapter could focus on the different types of IT audit
reports, including audit findings, recommendations, and management responses,
and how to communicate them effectively to stakeholders.

e IT Audit Standards and Frameworks: This chapter could discuss the different IT
audit standards and frameworks, such as COBIT, ISO/IEC 27001, and NIST, and
how they can be used to guide IT audits.

e Emerging Technologies: This chapter could cover the emerging technologies that
IT auditors need to be aware of, such as cloud computing, artificial intelligence,
and blockchain, and how to audit them effectively.

e Ethics and Professionalism: This chapter could discuss the ethical and professional
considerations that IT auditors need to be aware of, including independence,
objectivity, and confidentiality.

SkillWeed -



GUIDE TO IT GENERAL CONTROLS

BEST PRACTICES FOR INTRODUCTION TO IT AUDITING

e Understand the business objectives and IT risks associated with the
organization.

e Develop an IT audit plan that aligns with the business objectives and IT risks.

e Evaluate the effectiveness of IT controls, including preventive, detective, and
corrective controls.

e Assess the security of IT systems, including network security, access controls,
and data protection.

e Review compliance with laws and regulations related to IT, such as data
privacy laws.

e Communicate findings and recommendations to stakeholders, including
management and the audit committee.

e Follow professional standards and frameworks, such as ISACA's COBIT or the
International Standards for the Professional Practice of Internal Auditing
(Standards).
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SAMPLE CASE STUDY FOR INTRODUCTION TO IT AUDITING:

XYZ Corporation is a multinational company with operations in several countries. The
company has recently implemented a new enterprise resource planning (ERP) system
to manage its business processes, including finance, human resources, and supply
chain. The IT department has requested an IT audit of the new system to identify any
potential risks and control weaknesses.

WHAT ARE THE BUSINESS OBJECTIVES AND IT RISKS ASSOCIATED WITH XYZ
CORPORATION?

Answer: The business objectives of XYZ Corporation are to manage its business
processes effectively and efficiently, including finance, human resources, and supply
chain. The IT risks associated with the new ERP system include data privacy and
security, data integrity, system availability, and system functionality.

WHAT SHOULD BE INCLUDED IN THE IT AUDIT PLAN FOR THE NEW ERP SYSTEM?

Answer: The IT audit plan should include a review of the system's design and
implementation, an assessment of the effectiveness of IT controls, an evaluation of
the security of the system, and a review of compliance with relevant laws and
regulations.

WHAT ARE SOME POTENTIAL CONTROL WEAKNESSES THAT COULD BE IDENTIFIED
DURING THE IT AUDIT?

Answer: Potential control weaknesses that could be identified during the IT audit
include weak passwords, inadequate access controls, lack of encryption for sensitive
data, poor change management processes, and inadequate system backup and
recovery procedures.
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WHAT STANDARDS OR FRAMEWORKS SHOULD BE USED TO GUIDE THE IT AUDIT OF
THE NEW ERP SYSTEM?

Answer: The IT audit of the new ERP system should follow professional standards
and frameworks, such as ISACA's COBIT or the International Standards for the
Professional Practice of Internal Auditing (Standards).

HOW SHOULD THE FINDINGS AND RECOMMENDATIONS FROM THE IT AUDIT BE
COMMUNICATED TO STAKEHOLDERS?

Answer: The findings and recommendations from the IT audit should be
communicated to stakeholders, including management and the audit committee, in a
clear and concise manner. The report should include a summary of the audit scope,
objectives, methodology, and key findings, as well as specific recommendations for
improvement.
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IT GOVERNANCE

IT Governance refers to the processes and structures that organizations use to
manage and control their information technology resources. Effective IT Governance
can help organizations ensure that their technology investments are aligned with their
business objectives and that their IT systems are secure, reliable, and compliant with
relevant regulations.

BEST PRACTICES FOR IT GOVERNANCE:

e Clearly define roles and responsibilities for IT decision-making.
e Establish policies and procedures that align IT with the business objectives.

e Conduct regular risk assessments to identify potential threats to the IT systems
and data.

e Implement a robust security framework to protect against cyber threats and

|

data breaches.

SkillWeed
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e Establish performance metrics to measure the effectiveness of IT governance.

e Ensure that IT investments are aligned with the organization's strategic
objectives and are supported by business cases that demonstrate their value.

CASE STUDY: IT GOVERNANCE AT ABC CORPORATION

ABC Corporation is a large multinational company that operates in multiple industries.
The company has a complex IT infrastructure that supports its business operations
and services. To manage its IT systems effectively, ABC Corporation has implemented
an IT Governance framework that includes the following best practices:

e Clear roles and responsibilities: ABC Corporation has established clear roles
and responsibilities for IT decision-making. The company has a CIO who is
responsible for the overall IT strategy and a team of IT managers who oversee
specific areas such as applications, infrastructure, and security.

e Policies and procedures: ABC Corporation has established a set of policies and
procedures that align IT with the business objectives. These policies cover
areas such as data privacy, security, and compliance with relevant requlations.

e Risk assessments: ABC Corporation conducts regular risk assessments to
identify potential threats to its IT systems and data. The company uses a risk
management framework to assess and mitigate risks to its IT infrastructure.

e Security framework: ABC Corporation has implemented a robust security
framework to protect against cyber threats and data breaches. The company
has established policies and procedures for access control, network security,
data encryption, and incident management.

e Performance metrics: ABC Corporation measures the effectiveness of its IT
governance by tracking key performance metrics such as uptime, response
time, and incident resolution time. The company uses these metrics to identify
areas for improvement and to ensure that IT is delivering value to the business.

e Alignment with business objectives: ABC Corporation ensures that IT
investments are aligned with the organization's strategic objectives and are
supported by business cases that demonstrate their value. The company
evaluates all IT projects based on their alignment with the business objectives
and their potential to deliver a positive return on investment.
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e As a result of these IT Governance practices, ABC Corporation has been able
to achieve a high level of IT reliability, security, and compliance. The company's
IT systems are aligned with the business objectives and are delivering value to
the organization. ABC Corporation has also been able to mitigate risks to its IT
infrastructure and to respond quickly to any incidents or threats.

IT GOVERNANCE QUESTIONS AND ANSWERS:

Why is IT Governance important?

e |T Governance is important because it helps organizations ensure that their IT
systems are aligned with their business objectives and are delivering value to
the organization. It also helps organizations to manage risks to their IT
infrastructure and to comply with relevant regulations.

What are the key components of an effective IT Governance framework?

e The key components of an effective IT Governance framework include clear
roles and responsibilities, policies and procedures, risk assessments, a security
framework, performance metrics, and alignment with business objectives.

How can organizations ensure that their IT systems are secure and compliant with
relevant regulations?

e Organizations can ensure that their IT systems are secure and compliant with
relevant regulations by implementing a robust security framework, conducting
regular risk assessments, and establishing policies and procedures that cover
areas such as data privacy and compliance with regulations.
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IT RISK MANAGEMENT

IT Risk Management is the process of identifying, assessing, and prioritizing risks
associated with an organization's IT systems and taking steps to mitigate those risks.
Effective IT Risk Management can help organizations ensure the security, availability,
and integrity of their IT systems and protect against cyber threats and data breaches.

BEST PRACTICES FOR IT RISK MANAGEMENT:

e Identify and assess IT risks: Organizations should identify and assess the risks
associated with their IT systems, including risks related to cybersecurity, data
privacy, and regulatory compliance.

e Prioritize risks: Organizations should prioritize risks based on their likelihood
and potential impact on the business.

e Develop a risk management strategy: Organizations should develop a risk
management strategy that outlines the steps they will take to mitigate
identified risks.

e Implement risk mitigation measures: Organizations should implement risk
mitigation measures, including technical and procedural controls, to reduce the
likelihood and impact of identified risks.

e Monitor and review risks: Organizations should regularly monitor and review
their IT risks to ensure that their risk management strategy remains effective
and up-to-date.
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CASE STUDY: IT RISK MANAGEMENT AT XYZ CORPORATION

XYZ Corporation is a mid-sized company that provides online services to its
customers. To manage its IT risks effectively, XYZ Corporation has implemented an IT
Risk Management framework that includes the following best practices:

e Identify and assess IT risks: XYZ Corporation has identified and assessed the
risks associated with its IT systems, including risks related to cybersecurity,
data privacy, and regulatory compliance. The company has conducted regular
risk assessments to identify and prioritize risks.

e Prioritize risks: XYZ Corporation has prioritized risks based on their likelihood
and potential impact on the business. The company has developed a risk
register that lists all identified risks and their risk levels.

e Develop a risk management strategy: XYZ Corporation has developed a risk
management strategy that outlines the steps it will take to mitigate identified
risks. The strategy includes technical and procedural controls such as network
segmentation, access controls, data encryption, and regular software updates.

e Implement risk mitigation measures: XYZ Corporation has implemented risk
mitigation measures to reduce the likelihood and impact of identified risks. The
company has established a Security Operations Center (SOC) to monitor and
respond to security incidents, and it has implemented a data retention policy to
ensure compliance with relevant regulations.

e Monitor and review risks: XYZ Corporation regularly monitors and reviews its IT
risks to ensure that its risk management strategy remains effective and up-to-
date. The company conducts regular security audits and vulnerability
assessments to identify any new risks and update its risk management
strategy accordingly.

As a result of these IT Risk Management practices, XYZ Corporation has been able to
mitigate the risks associated with its IT systems effectively. The company's IT systems
are secure, reliable, and compliant with relevant regulations. XYZ Corporation has also
been able to respond quickly to any security incidents or data breaches, minimizing
their impact on the business.
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IT RISK MANAGEMENT QUESTIONS AND ANSWERS

Why is IT Risk Management important?

e IT Risk Management is important because it helps organizations identify and
mitigate the risks associated with their IT systems. Effective IT Risk
Management can help organizations ensure the security, availability, and
integrity of their IT systems and protect against cyber threats and data
breaches.

What are the key steps in the IT Risk Management process?

e The key steps in the IT Risk Management process include identifying and
assessing IT risks, prioritizing risks, developing a risk management strategy,
implementing risk mitigation measures, and monitoring and reviewing risks.

What are some of the common risks associated with IT systems?

e Common risks associated with IT systems include cybersecurity threats, data
breaches, system failures, data loss or corruption, and non-compliance with
relevant regulations.

What are some of the technical and procedural controls that can be used to
mitigate IT risks?

e Technical and procedural controls that can be used to mitigate IT risks include
network segmentation, access controls,
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IT GENERAL CONTROLS BEST PRACTICES

IT controls are policies, procedures, and technical measures that are put in place to
ensure the confidentiality, integrity, and availability of an organization's information
technology systems. Effective IT controls can help organizations manage risk, protect
against cyber threats, and ensure compliance with regulatory requirements.

e Define IT control objectives: Organizations should define their IT control
objectives and align them with their overall business objectives. This will help
ensure that the IT controls are designed to meet the needs of the business.

e Identify and prioritize IT risks: Organizations should identify and prioritize IT
risks to determine which controls are most critical. This will help ensure that
limited resources are allocated to the most important controls.

¢ Implement a layered approach to security: Organizations should implement a
layered approach to security that includes multiple controls at different levels.
This will help ensure that if one control fails, there are other controls in place to
mitigate the risk.

¢ Regularly test and evaluate controls: Organizations should regularly test and
evaluate their IT controls to ensure they are working effectively. This will help
identify any weaknesses in the controls and allow for corrective action to be
taken.
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e Document and communicate IT controls: Organizations should document their
IT controls and communicate them to relevant stakeholders. This will help
ensure that everyone is aware of the controls and their responsibilities in
maintaining them.

CASE STUDY: IT CONTROLS AT ABC CORPORATION

ABC Corporation is a large financial services organization that is subject to regulatory
requirements for the protection of customer data. To manage IT risk and ensure
compliance with these requirements, ABC Corporation has implemented an IT control
framework that includes the following best practices:

e Define IT control objectives: ABC Corporation has defined its IT control
objectives, including ensuring the confidentiality, integrity, and availability of
customer data. The company has aligned these objectives with its overall
business objectives to ensure that the IT controls are designed to meet the
needs of the business.

e Identify and prioritize IT risks: ABC Corporation has identified and prioritized IT
risks, including risks related to cybersecurity, data privacy, and regulatory
compliance. The company has allocated resources to the most critical controls
to ensure that limited resources are used effectively.

e Implement a layered approach to security: ABC Corporation has implemented
a layered approach to security that includes multiple controls at different levels.
These controls include firewalls, intrusion detection and prevention systems,
access controls, and data encryption.

e Regularly test and evaluate controls: ABC Corporation regularly tests and
evaluates its IT controls to ensure they are working effectively. The company
conducts regular vulnerability assessments and penetration testing to identify
any weaknesses in the controls and take corrective action.

e Document and communicate IT controls: ABC Corporation has documented its
IT controls and communicated them to relevant stakeholders, including
employees and regulators. The company provides regular training to
employees to ensure they are aware of their responsibilities in maintaining the
IT controls.
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As a result of these IT control practices, ABC Corporation has been able to manage IT
risk effectively and ensure compliance with regulatory requirements. The company's
customer data is secure, and the company is able to respond quickly to any security
incidents or data breaches.

IT CONTROLS QUESTIONS AND ANSWERS:

What are IT controls?

e IT controls are policies, procedures, and technical measures that are put in
place to ensure the confidentiality, integrity, and availability of an
organization's information technology systems.

Why are IT controls important?

e |T controls are important because they help organizations manage risk, protect
against cyber threats, and ensure compliance with regulatory requirements.
Effective IT controls can help ensure the confidentiality, integrity, and
availability of an organization's information technology systems.

What are some examples of IT controls?

e Examples of IT controls include access controls, data encryption, firewalls,
intrusion detection and prevention systems, regular vulnerability assessments
and penetration testing, and employee training.
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IT SEGURITY

IT security refers to the measures that are taken to protect an organization's
information technology systems from unauthorized access, use, disclosure, disruption,
modification, or destruction. Effective IT security can help prevent cyberattacks and
protect the confidentiality, integrity, and availability of an organization's information.

BEST PRACTICES FOR IT SECURITY:

e Develop a comprehensive IT security strategy: Organizations should develop a
comprehensive IT security strategy that includes policies, procedures, and
technical measures to protect against a range of threats. This strategy should
be aligned with the organization's business objectives and risk appetite.

e Implement a layered approach to security: Organizations should implement a
layered approach to security that includes multiple controls at different levels.
This approach can include firewalls, intrusion detection and prevention
systems, access controls, data encryption, and employee training.

e Regularly update software and systems: Organizations should regularly
update their software and systems to ensure they are protected against known
vulnerabilities. This includes applying security patches and software updates
in a timely manner.

e Conduct regular security assessments: Organizations should conduct regular
security assessments to identify vulnerabilities and ensure that their security
controls are working effectively. This can include penetration testing,
vulnerability scanning, and security audits.

e Provide security awareness training: Organizations should provide regular
security awareness training to employees to help them understand their role in
protecting the organization's information. This can include training on how to
recognize and avoid phishing attacks, how to create strong passwords, and
how to report security incidents.
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CASE STUDY: IT SECURITY AT XYZ COMPANY

XYZ Company is a mid-sized technology company that develops and sells software
products to customers around the world. To protect its intellectual property and
customer data, XYZ Company has implemented an IT security program that includes
the following best practices:

e Develop a comprehensive IT security strategy: XYZ Company has developed a
comprehensive IT security strategy that includes policies, procedures, and
technical measures to protect against a range of threats. The strategy is
aligned with the company's business objectives and risk appetite.

e Implement a layered approach to security: XYZ Company has implemented a
layered approach to security that includes firewalls, intrusion detection and
prevention systems, access controls, data encryption, and employee training.

e Regularly update software and systems: XYZ Company regularly updates its
software and systems to ensure they are protected against known
vulnerabilities. The company applies security patches and software updates in
a timely manner.

e Conductregular security assessments: XYZ Company conducts regular security
assessments to identify vulnerabilities and ensure that its security controls are
working effectively. The company conducts regular penetration testing,
vulnerability scanning, and security audits.

e Provide security awareness training: XYZ Company provides regular security
awareness training to employees to help them understand their role in
protecting the company's information. This includes training on how to
recognize and avoid phishing attacks, how to create strong passwords, and
how to report security incidents.

e Asaresultof these IT security practices, XYZ Company has been able to protect
its intellectual property and customer data from cyber threats. The company's
customers trust that their data is secure, and the company has been able to
avoid costly security incidents.
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IT SECURITY QUESTIONS AND ANSWERS:

What is IT security?

e IT security refers to the measures that are taken to protect an organization's
information technology systems from unauthorized access, use, disclosure,
disruption, modification, or destruction.

Why is IT security important?

e IT security is important because it helps prevent cyberattacks and protect the
confidentiality, integrity, and availability of an organization's information.
Effective IT security can help organizations avoid costly security incidents and
maintain the trust of their customers.

What are some examples of IT security measures?

e Examples of IT security measures include firewalls, intrusion detection and
prevention systems, access controls, data encryption, regular software
updates, and security awareness training.
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IT AUDIT TECHNIQUES

IT audit techniques refer to the methods used by auditors to assess the effectiveness
of an organization's IT controls and identify areas for improvement. These techniques
can include interviews, documentation review, testing, and data analysis.

BEST PRACTICES FOR IT AUDIT TEGHNIQUES:

e Define the audit objectives: The audit objectives should be clearly defined
before the audit begins. This includes identifying the scope of the audit, the key
risks to be assessed, and the specific controls to be evaluated.

e Develop a risk-based audit approach: The audit approach should be risk-
based, meaning that it should focus on the areas of highest risk to the
organization. This can help ensure that the audit resources are allocated
effectively.

e Use a combination of audit techniques: Auditors should use a combination of
audit techniques to assess the effectiveness of IT controls. This can include
interviews with key personnel, documentation review, testing of controls, and
data analysis.

SkillWeed .
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e Maintain independence and objectivity: IT auditors should maintain
independence and objectivity throughout the audit process. This includes
avoiding conflicts of interest and ensuring that the audit findings are based on
objective evidence.

¢ Provide clear and actionable recommendations: The audit report should include
clear and actionable recommendations for improvement. These
recommendations should be based on the audit findings and should be specific
enough to guide the organization in making improvements.

CASE STUDY: IT AUDIT TECHNIQUES AT ABC COMPANY

ABC Company is a large financial services organization that has implemented an IT
audit program to assess the effectiveness of its IT controls. The audit program
includes the following best practices:

¢ Define the audit objectives: Before each audit, the audit objectives are clearly
defined. This includes identifying the scope of the audit, the key risks to be
assessed, and the specific controls to be evaluated.

e Develop a risk-based audit approach: The audit approach is risk-based,
meaning that it focuses on the areas of highest risk to the organization. This
helps ensure that the audit resources are allocated effectively.

e Use a combination of audit techniques: The auditors use a combination of audit
techniques to assess the effectiveness of IT controls. This includes interviews
with key personnel, documentation review, testing of controls, and data
analysis.

e Maintain independence and objectivity: The IT auditors maintain independence
and objectivity throughout the audit process. This includes avoiding conflicts of
interest and ensuring that the audit findings are based on objective evidence.

e Provide clear and actionable recommendations: The audit report includes clear
and actionable recommendations for improvement. These recommendations
are based on the audit findings and are specific enough to guide the
organization in making improvements.
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As a result of these IT audit techniques, ABC Company has been able to identify areas
for improvement in its IT controls and make changes to improve the effectiveness of
its IT security program.

IT AUDIT TECHNIQUES QUESTIONS AND ANSWERS :

What are IT audit techniques?

e IT audit techniques are the methods used by auditors to assess the
effectiveness of an organization's IT controls and identify areas for
improvement. These techniques can include interviews, documentation review,
testing, and data analysis.

Why is a risk-based audit approach important?

e A risk-based audit approach is important because it focuses the audit on the
areas of highest risk to the organization. This can help ensure that audit
resources are allocated effectively and that the audit findings are relevant and
actionable.

What is the importance of maintaining independence and objectivity in IT audits?

e Maintaining independence and objectivity in IT audits is important to ensure
that the audit findings are based on objective evidence and are not influenced
by personal biases or conflicts of interest.

What should an IT audit report include?

e An IT audit report should include the audit objectives, the scope of the audit,
the key risks assessed, the specific controls evaluated, the audit findings, and
clear and actionable recommendations for improvement.
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IT AUDIT REPORTING

IT audit reporting refers to the process of documenting and communicating the results
of an IT audit to the relevant stakeholders. The goal of IT audit reporting is to provide
stakeholders with a clear understanding of the audit findings and recommendations
for improvement.

BEST PRACTICES FOR IT AUDIT REPORTING:

e Use aclear and concise format: The IT audit report should be written in a clear
and concise format that is easy for stakeholders to understand. The report
should use plain language and avoid technical jargon.

¢ Include an executive summary: The executive summary should provide a high-
level overview of the audit findings, conclusions, and recommendations. This
can help stakeholders quickly understand the key points of the audit report.

e Provide detailed findings: The IT audit report should provide detailed findings
that are based on objective evidence. The findings should be supported by
documentation and analysis.

¢ Include recommendations for improvement: The IT audit report should include
actionable recommendations for improvement that are specific, measurable,
and achievable. The recommendations should be based on the audit findings
and should prioritize the most important areas for improvement.

e Use visual aids: Visual aids such as charts, graphs, and tables can help
stakeholders understand complex information and data. The IT audit report
should include visual aids that support the findings and recommendations.
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CASE STUDY: IT AUDIT REPORTING AT XYZ COMPANY

XYZ Company is a large technology firm that has implemented an IT audit reporting
process to communicate the results of its IT audits to stakeholders. The IT audit
reporting process includes the following best practices:

Use a clear and concise format: The IT audit report is written in a clear and concise
format that is easy for stakeholders to understand. The report uses plain language
and avoids technical jargon.

Include an executive summary: The executive summary provides a high-level
overview of the audit findings, conclusions, and recommendations. This helps
stakeholders quickly understand the key points of the audit report.

Provide detailed findings: The IT audit report provides detailed findings that are based
on objective evidence. The findings are supported by documentation and analysis.

Include recommendations for improvement: The IT audit report includes actionable
recommendations for improvement that are specific, measurable, and achievable. The
recommendations are based on the audit findings and prioritize the most important
areas for improvement.

Use visual aids: The IT audit report includes visual aids such as charts, graphs, and
tables that help stakeholders understand complex information and data.

As a result of this IT audit reporting process, XYZ Company has been able to
effectively communicate the results of its IT audits to stakeholders and drive
improvements in its IT controls and security.

IT AUDIT REPORTING QUESTIONS AND ANSWERS:

What is the goal of IT audit reporting?

e The goal of IT audit reporting is to provide stakeholders with a clear
understanding of the audit findings and recommendations for improvement.
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What should an IT audit report include?

e An IT audit report should include a clear and concise format, an executive
summary, detailed findings based on objective evidence, actionable
recommendations for improvement, and visual aids that support the findings
and recommendations.

Why is it important to include recommendations for improvement in an IT audit report?

¢ Including recommendations for improvement in an IT audit report is important
because it helps drive improvements in IT controls and security. The
recommendations should be specific, measurable, and achievable and prioritize
the most important areas for improvement.

How can visual aids be used in an IT audit report?

¢ Visual aids such as charts, graphs, and tables can be used in an IT audit report
to help stakeholders understand complex information and data. The visual aids
should support the findings and recommendations and be presented in a clear
and concise format.
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IT AUDIT STANDARDS AND FRAMEWORKS

IT audit standards and frameworks provide guidelines and best practices for
conducting IT audits. Adhering to these standards and frameworks helps ensure that
IT audits are conducted in a consistent, comprehensive, and effective manner.

BEST PRACTICES FOR IT AUDIT STANDARDS AND FRAMEWORKS:

e Select arelevant standard or framework: Choose a standard or framework that
is relevant to the organization and the specific IT audit being conducted.
Examples of IT audit standards and frameworks include ISACA's COBIT,
ISO/IEC 27001, and NIST Cybersecurity Framework.

e Follow the standard or framework: Adhere to the requirements and guidelines
outlined in the selected standard or framework. This includes understanding
the scope of the audit, conducting the audit in a consistent and comprehensive
manner, and following the reporting requirements.
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e Use arisk-based approach: Conduct the IT audit using a risk-based approach
that focuses on the most critical areas of the IT environment. This includes
identifying and prioritizing risks, assessing the likelihood and impact of those
risks, and developing controls to mitigate the risks.

¢ Involve stakeholders: Involve relevant stakeholders in the IT audit process,
including IT and business leaders, internal and external auditors, and IT staff.
This ensures that the audit is aligned with organizational goals and objectives
and that key stakeholders have input into the audit process.

e Continuously improve: Use the results of the IT audit to identify areas for
improvement and develop a plan to address any deficiencies. Continuously
monitor and improve the IT audit process to ensure that it remains effective and
relevant.

CASE STUDY: IT AUDIT STANDARDS AND FRAMEWORKS AT ABC COMPANY

ABC Company is a large financial services firm that has implemented a
comprehensive IT audit program based on the COBIT 5 framework. The IT audit
program includes the following best practices:

Select a relevant standard or framework: The IT audit program is based on the COBIT
5 framework, which is widely used in the financial services industry.

e Follow the standard or framework: The IT audit program adheres to the
requirements and guidelines outlined in the COBIT 5 framework, including
understanding the scope of the audit, conducting the audit in a consistent and
comprehensive manner, and following the reporting requirements.

e Use arisk-based approach: The IT audit program uses a risk-based approach
that focuses on the most critical areas of the IT environment. This includes
identifying and prioritizing risks, assessing the likelihood and impact of those
risks, and developing controls to mitigate the risks.

e Involve stakeholders: The IT audit program involves relevant stakeholders in
the audit process, including IT and business leaders, internal and external
auditors, and IT staff.
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e Continuously improve: The IT audit program uses the results of the audit to
identify areas for improvement and develop a plan to address any deficiencies.
The program is continuously monitored and improved to ensure that it remains
effective and relevant.

As a result of this comprehensive IT audit program, ABC Company has been able to
effectively identify and mitigate IT risks, improve its IT controls and security, and
comply with regulatory requirements.

IT AUDIT STANDARDS AND FRAMEWORKS QUESTIONS AND ANSWERS:

What are IT audit standards and frameworks?

e IT audit standards and frameworks provide guidelines and best practices for
conducting IT audits in a consistent, comprehensive, and effective manner.

Why is it important to use a relevant IT audit standard or framework?

e Using a relevant IT audit standard or framework ensures that the IT audit is
conducted in a consistent and comprehensive manner and aligns with industry
best practices.

How can a risk-based approach be used in an IT audit?

e Avrisk-based approach can be used in an IT audit by identifying and prioritizing
risks, assessing the likelihood and impact of those risks, and developing
controls to mitigate the risks.
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EMERGING TECHNOLOGIES

Emerging technologies are new and rapidly evolving technologies that have the
potential to significantly impact businesses and society. Examples of emerging
technologies include artificial intelligence, blockchain, and the internet of things (loT).
IT audit of emerging technologies can be challenging as there may be limited guidance
and best practices available for auditing these new technologies. However, there are
still some best practices that can be followed to effectively audit emerging
technologies.

BEST PRACTICES FOR IT AUDIT OF EMERGING TECHNOLOGIES:

e Develop a deep understanding of the technology: Develop a thorough
understanding of the emerging technology being audited, including its technical
components, potential applications, and associated risks.

e Identify and prioritize risks: Identify the potential risks associated with the
emerging technology and prioritize those risks based on their likelihood and
impact.

e Use arisk-based approach: Use a risk-based approach to develop and execute
the IT audit, focusing on the most critical areas of the emerging technology.

e Use a multi-disciplinary team: Utilize a multi-disciplinary team of IT auditors
with different skillsets and expertise, such as technical specialists and business
analysts.

e Consider the regulatory landscape: Understand the regulatory landscape
related to the emerging technology and ensure that the audit is aligned with
regulatory requirements.
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CASE STUDY: IT AUDIT OF BLOCKCHAIN TECHNOLOGY AT XYZ COMPANY

e XYZ Company is a large logistics firm that has implemented a blockchain-
based system to track shipments and reduce fraud. The IT audit of the
blockchain system followed the following best practices:

e Develop a deep understanding of the technology: The IT audit team developed
a thorough understanding of the blockchain technology being audited,
including its technical components, potential applications, and associated risks.

e Identify and prioritize risks: The audit team identified the potential risks
associated with the blockchain technology, such as data privacy, security, and
reliability. These risks were then prioritized based on their likelihood and
impact.

e Use a risk-based approach: The IT audit followed a risk-based approach to
develop and execute the audit, focusing on the most critical areas of the
blockchain system.

e Use a multi-disciplinary team: The audit team consisted of a mix of technical
specialists and business analysts with different skillsets and expertise.

e Consider the regulatory landscape: The IT audit was aligned with regulatory
requirements related to data privacy and security.

e As aresult of the IT audit of the blockchain system, XYZ Company was able to
identify and mitigate potential risks associated with the system, ensuring that
it was secure, reliable, and compliant with regulatory requirements.

EMERGING TECHNOLOGIES QUESTIONS AND ANSWERS:

What are emerging technologies?

e Emergingtechnologies are new and rapidly evolving technologies that have the
potential to significantly impact businesses and society.
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Why is IT audit of emerging technologies challenging?

e IT audit of emerging technologies can be challenging as there may be limited
guidance and best practices available for auditing these new technologies.

How can a risk-based approach be used in IT audit of emerging technologies?

e A risk-based approach can be used in IT audit of emerging technologies by
identifying and prioritizing the potential risks associated with the technology
and focusing on the most critical areas of the technology.

Why is it important to use a multi-disciplinary team in IT audit of emerging
technologies?

e A multi-disciplinary team with different skillsets and expertise can provide a
more comprehensive and effective audit of emerging technologies.

How can the regulatory landscape be considered in IT audit of emerging technologies?

e The regulatory landscape related to the emerging technology should be
understood and the IT audit should be aligned with regulatory requirements to
ensure compliance.
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ETHICS AND PROFESSIONALISM

Ethics and professionalism are critical elements for anyone working in any profession.
In this response, | will provide best practices for upholding ethics and professionalism,
a sample case study that highlights ethical dilemmas, and possible solutions.

BEST PRACTICES FOR UPHOLDING ETHICS AND PROFESSIONALISM:

e Uphold the code of ethics: Professionals should adhere to their respective code
of ethics at all times. The code of ethics outlines the standards of behavior
expected from professionals in their field.

¢ Maintain confidentiality: Professionals should maintain confidentiality when
handling sensitive information. They should only share information when it's
necessary and with the appropriate parties.

¢ Be honest and transparent: Honesty is essential in upholding professionalism.
Professionals should be transparent about their qualifications, experience, and
conflicts of interest.

e Respect diversity and inclusion: Professionals should respect diversity and be
inclusive in their dealings with colleagues, clients, and stakeholders.

e Maintain professional boundaries: Professionals should maintain professional
boundaries and avoid relationships that might lead to conflicts of interest.

ETHIC CASE STUDY AND POSSIBLE SOLUTIONS:

e Case study: A lawyer discovers that their client has lied under oath during a
trial. The client's lie could potentially lead to a favorable verdict, but the lawyer
is conflicted about what to do.
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POSSIBLE SOLUTIONS:

e Adhere to the code of ethics: The lawyer should uphold the code of ethics, which
requires them to maintain the integrity of the legal system. This would require
the lawyer to report the client's lie to the court.

e Respect confidentiality: If the lawyer believes that reporting the client's lie
would breach confidentiality, they could explore alternative ways of addressing
the issue. This could include speaking to the client to encourage them to come
clean, or withdrawing from the case if the client refuses to do so.

e Seek guidance: The lawyer could seek guidance from a senior lawyer or
professional body to help them navigate the ethical dilemma.

e Be honest and transparent: The lawyer could be honest and transparent with
the client about the consequences of their lie and encourage them to come
clean.

e Maintain professional boundaries: The lawyer should maintain professional
boundaries and avoid getting too emotionally involved in the case. This will
enable them to make objective decisions and uphold their professional
responsibilities.

In conclusion, upholding ethics and professionalism is essential in any profession.
Professionals should adhere to the code of ethics, maintain confidentiality, be honest
and transparent, respect diversity and inclusion, and maintain professional
boundaries. When faced with ethical dilemmas, seeking guidance, being honest and
transparent, and upholding the code of ethics are some of the best practices that
professionals can adopt.
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INTRODUCTION TO IT GENERAL CONTROLS
o

In today's digital age, organizations rely heavily on technology to run their day-to-day
operations. As such, the need for effective IT General Controls cannot be overstated.
IT General Controls are the policies, procedures, and guidelines put in place to ensure
the integrity, confidentiality, and availability of an organization's information
technology systems and data.

The primary objectives of IT General Controls are to safeguard the organization's
assets, ensure the accuracy and completeness of its financial statements, and comply
with regulatory requirements. These controls are typically divided into several
categories, including Logical Access Controls, Change Management Controls, IT
Operations Controls, Backup and Recovery Controls, Problem Management Controls,
Patch Management Controls, Incident Management Controls, Secure SDLC Controls,
and Secure Cloud Security Controls.
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LOGICAL ACCESS CONTROLS

Logical Access Controls are the policies, procedures, and technologies put in place to
ensure that only authorized users can access an organization's systems and data.
These controls are essential for maintaining the confidentiality and integrity of an
organization's data and preventing unauthorized access.

BEST PRACTICES FOR IMPLEMENTING LOGICAL ACCESS CONTROLS:

Conduct regular access reviews to ensure that users only have access to the
systems and data they need to perform their job functions.

Implement multi-factor authentication for all systems and applications.

Develop and enforce password policies that require strong passwords and
regular password changes.

Implement role-based access controls to ensure that users only have access to
the systems and data necessary for their job functions.

Implement encryption for all sensitive data in transit and at rest.

TEST STEPS FOR ASSESSING THE EFFECTIVENESS OF LOGICAL ACCESS CONTROLS:

Conduct a penetration test to identify any unauthorized access to systems and
data.

Review user access logs to identify any unauthorized access attempts.

Conduct a vulnerability assessment to identify any weaknesses in the logical
access control system.

Review access control policies and procedures to ensure they are up-to-date
and align with industry standards.

Conduct an audit of user accounts and access rights to identify any anomalies.
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CHANGE MANAGEMENT CONTROLS
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Change Management Controls are the policies, procedures, and processes putin place
to manage changes to an organization's information technology systems and
infrastructure. These controls are essential for minimizing the risk of system
disruptions or failures that could impact the organization's operations.

BEST PRACTICES FOR IMPLEMENTING CHANGE MANAGEMENT CONTROLS:

e Develop and maintain a comprehensive change management policy that
outlines the change management process and procedures.

e Establish a change advisory board (CAB) responsible for reviewing and
approving all changes.

e Implement a testing and validation process to ensure that all changes are
thoroughly tested before implementation.
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e Implement a rollback plan to enable the organization to revert to the previous
state in case of a change-related failure.

e Establish a change management database to track all change requests,
approvals, and implementation details.

TEST STEPS FOR ASSESSING THE EFFECTIVENESS OF CHANGE MANAGEMENT
CONTROLS:

e Review the change management policy and procedures to ensure they are up-
to-date and align with industry standards.

e Review the CAB meeting minutes to ensure that all changes are appropriately
reviewed and approved.

e Review the testing and validation process to ensure that all changes are
thoroughly tested before implementation.

e Test the rollback plan to ensure that the organization can successfully revert to
the previous state in case of a change-related failure.

e Conduct an audit of the change management database to ensure that all
changes are appropriately tracked and documented.
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IT OPERATIONS CONTROLS

IT Operations Controls are the policies, procedures, and processes put in place to
ensure the availability, reliability, and performance of an organization's information
technology systems and infrastructure. These controls are essential for ensuring that
the organization's operations are not disrupted by technology-related issues.

BEST PRACTICES FOR IMPLEMENTING IT OPERATIONS CONTROLS:

e Develop and maintain a comprehensive IT operations policy that outlines the
operational procedures and processes.

e Establish a service level agreement (SLA) that outlines the expected level of
service for all IT systems and infrastructure.

¢ Implement a monitoring and alerting system to identify and proactively address
any issues that may impact system availability or performance.

e Establish a problem management process to identify and address recurring IT
issues.

e Implement a disaster recovery plan to ensure that critical IT systems can be
quickly restored in case of a disaster or outage.

TEST STEPS FOR ASSESSING THE EFFECTIVENESS OF IT OPERATIONS CONTROLS:

e Review the IT operations policy and procedures to ensure they are up-to-date
and align with industry standards.

¢ Review the SLA to ensure that the expected level of service for all IT systems
and infrastructure is clearly defined and achievable.

¢ Review the monitoring and alerting system to ensure that it is set up correctly
and effectively identifies any issues that may impact system availability or
performance.

e Review the problem management process to ensure that recurring IT issues are
identified and addressed appropriately.

e Test the disaster recovery plan to ensure that critical IT systems can be quickly

restored in case of a disaster or outage.
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BACKUP AND RECOVERY CONTROLS

Backup and Recovery Controls are the policies, procedures, and processes putin place
to ensure that an organization's information technology systems and data can be
quickly restored in case of a disaster or outage. These controls are essential for
minimizing the impact of a disaster or outage on the organization's operations.

BEST PRACTICES FOR IMPLEMENTING BACKUP AND RECOVERY CONTROLS:

e Develop and maintain a comprehensive backup and recovery policy that
outlines the backup and recovery procedures and processes.

e Implement regular backups of all critical systems and data, including off-site
storage.

e Establish arecovery time objective (RTO) and recovery point objective (RPO) to
ensure that backups are performed at the appropriate frequency and data can
be quickly restored in case of a disaster or outage.
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¢ Implement atesting and validation process to ensure that backups are effective
and can be restored quickly.

e Establish a disaster recovery plan to ensure that critical IT systems and data
can be quickly restored in case of a disaster or outage.

¢ Regularly review and update the backup and recovery policy and procedures
to ensure they are up-to-date and align with industry standards.

TEST STEPS FOR ASSESSING THE EFFECTIVENESS OF BACKUP AND RECOVERY
CONTROLS:

e Review the backup and recovery policy and procedures to ensure they are up-
to-date and align with industry standards.

e Test the backup process to ensure that backups are performed at the
appropriate frequency and that critical systems and data are backed up.

e Test the restore process to ensure that backups can be restored quickly and
effectively.

e Review the disaster recovery plan to ensure that critical IT systems and data
can be quickly restored in case of a disaster or outage.

e Conduct an audit of the backup and recovery process to ensure that it is
appropriately documented and tracked.
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PROBLEM MANAGEMENT CONTROLS

Problem Management Controls are the policies, procedures, and processes put in
place to identify and address recurring IT issues that could impact the organization's
operations. These controls are essential for minimizing the impact of IT issues on the
organization and preventing them from recurring in the future.

BEST PRACTICES FOR IMPLEMENTING PROBLEM MANAGEMENT CONTROLS:

e Develop and maintain a comprehensive problem management policy that
outlines the problem management process and procedures.

e Establish a problem management team responsible for identifying and
addressing recurring IT issues.

e Implement a root cause analysis process to identify the underlying causes of IT
issues and develop effective solutions to prevent them from recurring.

e Implement a continuous improvement process to ensure that the problem
management process is continuously improved over time.

e Regularly review and update the problem management policy and procedures
to ensure they are up-to-date and align with industry standards.

TEST STEPS FOR ASSESSING THE EFFECTIVENESS OF PROBLEM MANAGEMENT
CONTROLS:

e Review the problem management policy and procedures to ensure they are up-
to-date and align with industry standards.

e Review the problem management team's effectiveness in identifying and
addressing recurring IT issues.

e Review the root cause analysis process to ensure that it is effective in
identifying the underlying causes of IT issues.

e Review the continuous improvement process to ensure that the problem
management process is continuously improving over time.

e Conduct an audit of the problem management process to ensure that it is
appropriately documented and tracked.

SkillWeed -




GUIDE TO IT GENERAL CONTROLS

PATCH MANAGEMENT GONTROLS

Patch Management Controls are the policies, procedures, and processes put in place
to ensure that an organization's information technology systems are updated with the
latest security patches and updates. These controls are essential for minimizing the
risk of security vulnerabilities being exploited by hackers and other malicious actors.

BEST PRACTICES FOR IMPLEMENTING PATCH MANAGEMENT CONTROLS:

e Develop and maintain a comprehensive patch management policy that outlines
the patch management process and procedures.

e Implement a testing and validation process to ensure that all patches are
thoroughly tested before implementation.

e Establish a patch management team responsible for reviewing and approving
all patches.

e Implement a rollback plan to enable the organization to revert to the previous
state in case of a patch-related failure.

e Regularly review and update the patch management policy and procedures to
ensure they are up-to-date and align with industry standards.

TEST STEPS FOR ASSESSING THE EFFECTIVENESS OF PATCH MANAGEMENT
CONTROLS:

e Review the patch management policy and procedures to ensure they are up-
to-date and align with industry standards.

e Review the testing and validation process to ensure that all patches are
thoroughly tested before implementation.

e Review the patch management team's effectiveness in reviewing and
approving all patches.

e Test the rollback plan to ensure that the organization can successfully revert to
the previous state in case of a patch-related failure.

e Conduct an audit of the patch management process to ensure that it is
appropriately documented and tracked.
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INCIDENT MANAGEMENT CONTROLS

Incident Management Controls are the policies, procedures, and processes put in
place to identify, track, and resolve IT incidents quickly and efficiently. These controls
are essential for minimizing the impact of IT incidents on the organization's operations
and ensuring that they are resolved in a timely manner.

BEST PRACTICES FOR IMPLEMENTING INCIDENT MANAGEMENT CONTROLS:

e Develop and maintain a comprehensive incident management policy that
outlines the incident management process and procedures.

e Establish an incident management team responsible for identifying, tracking,
and resolving IT incidents.

e Implement a priority and severity classification system to ensure that critical
incidents are given immediate attention.

e Implement a communication plan to keep stakeholders informed of the incident
status and resolution progress.

¢ Regularly review and update the incident management policy and procedures
to ensure they are up-to-date and align with industry standards.

TEST STEPS FOR ASSESSING THE EFFECTIVENESS OF INCIDENT MANAGEMENT
CONTROLS:

e Review the incident management policy and procedures to ensure they are up-
to-date and align with industry standards.

¢ Review the incident management team's effectiveness in identifying, tracking,
and resolving IT incidents.

e Test the priority and severity classification system to ensure that critical
incidents are given immediate attention.

e Test the communication plan to ensure that stakeholders are informed of the
incident status and resolution progress.

e Conduct an audit of the incident management process to ensure that it is
appropriately documented and tracked.
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SECURE SDLC CONTROLS

Secure SDLC (Software Development Life Cycle) Controls are the policies, procedures,
and processes put in place to ensure that software is developed with security in mind
from the start. These controls are essential for minimizing the risk of security
vulnerabilities being introduced into software applications.

BEST PRACTICES FOR IMPLEMENTING SECURE SDLC CONTROLS:

e Develop and maintain a comprehensive secure SDLC policy that outlines the
secure SDLC process and procedures.

¢ Implement a threat modeling process to identify potential security threats and
vulnerabilities in the software application.

e Implement security requirements into the software design and development
process.

e Implement a secure coding standard and ensure that developers are trained in
secure coding practices.

e Regularly review and update the secure SDLC policy and procedures to ensure
they are up-to-date and align with industry standards.

TEST STEPS FOR ASSESSING THE EFFECTIVENESS OF SECURE SDLC CONTROLS:

e Review the secure SDLC policy and procedures to ensure they are up-to-date
and align with industry standards.

e Review the threat modeling process to ensure that potential security threats
and vulnerabilities are identified.

¢ Review the software design and development process to ensure that security
requirements are implemented.

e Testthe secure coding standard to ensure that developers are trained in secure
coding practices.

e Conduct an audit of the secure SDLC process to ensure that it is appropriately
documented and tracked.
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CLOUD SECURITY CONTROLS

Cloud Security Controls are the policies, procedures, and processes put in place to
secure an organization's data and applications that are hosted in the cloud. These
controls are essential for ensuring that the organization's data is secure and that it
meets regulatory compliance requirements.

BEST PRACTICES FOR IMPLEMENTING CLOUD SECURITY CONTROLS:

e Develop and maintain a comprehensive cloud security policy that outlines the
cloud security process and procedures.

e Implement identity and access management controls to ensure that only
authorized users have access to the organization's data and applications in the
cloud.

e Implement encryption controls to ensure that data is securely transmitted and
stored in the cloud.

e Implement monitoring and logging controls to track and alert on any unusual
activity in the cloud environment.

e Regularly review and update the cloud security policy and procedures
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INTERVIEW SCENARIOS

The sample interview questions, and best responses provided in this section are
designed to assess candidates' experience and skills in these areas. The questions are
presented in a table format, with each question followed by a sample response in the
STAR model. These questions cover a range of ITGCs, providing a comprehensive
assessment of candidates' suitability for the IT auditor role.

What inspired you to pursue a career in IT auditing?

Best Response: "l have always been passionate about technology and its impact on
businesses. IT auditing allows me to combine my interests in technology and business
by evaluating the effectiveness of an organization's IT controls and identifying areas
for improvement."

What are the key skills and qualities required for an IT Auditor?

Best Response: "An IT Auditor should have strong analytical and problem-solving
skills, attention to detail, and excellent communication and interpersonal skills. They
should also be familiar with various IT audit frameworks, such as COBIT and NIST,
and have knowledge of IT general controls and IT application controls."

How do you stay up-to-date with the latest IT auditing trends and technologies?

Best Response: "I attend industry conferences, participate in professional
development programs, and read relevant publications to stay up-to-date with the
latest IT auditing trends and technologies. | also seek out opportunities to work on
diverse IT audit engagements to expand my knowledge and skills."

Can you walk me through your IT auditing process?

Best Response: "My IT auditing process typically involves conducting a risk
assessment, developing an audit plan, gathering evidence, analyzing the evidence,
and reporting the findings to management. | ensure that the audit process aligns with
the organization's goals and objectives, and | communicate regularly with
stakeholders throughout the audit process."

SkillWeed .




GUIDE TO IT GENERAL CONTROLS

How do you handle challenging or difficult audit clients?

Best Response: "l approach difficult audit clients with empathy and active listening
skills. | try to understand their concerns and work collaboratively with them to address
any issues. | remain professional and objective throughout the audit process, while
also being respectful and courteous to the audit client."

How do you ensure the confidentiality and integrity of sensitive data during an IT
audit?

Best Response: "l follow strict security protocols, such as using encryption, limiting
access to sensitive data, and securely storing all data. | also adhere to ethical and
professional standards, such as maintaining confidentiality, objectivity, and integrity
in all aspects of my work."

Can you give an example of a challenging IT audit engagement you worked on,
and how you resolved the issues?

Best Response: "In a recent IT audit engagement, | discovered several significant
weaknesses in the organization's network security controls. | worked with the IT team
to develop a comprehensive remediation plan, which included implementing stronger
access controls, conducting regular vulnerability scans, and improving the incident
response plan. We were able to resolve the issues and improve the organization's
overall security posture."

How do you prioritize and manage multiple IT audit engagements at the same
time?

Best Response: "l prioritize IT audit engagements based on the level of risk and the
organization's strategic objectives. | also use project management tools to keep track
of deadlines, milestones, and deliverables. | communicate regularly with stakeholders
to ensure that everyone is aware of the status of each engagement.”
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How do you assess the effectiveness of IT controls during an audit?

Best Response: "l use various techniques to assess the effectiveness of IT controls,
such as testing, observation, and documentation review. | also benchmark the
controls against industry standards and best practices. | ensure that all audit evidence
is relevant, reliable, and sufficient to support the audit findings."

Can you tell me about a time when you identified a significant risk during an IT
audit, and how you addressed it?

Best Response: "During an IT audit, | identified a significant risk related to the
organization's lack of disaster recovery and business continuity planning. | worked
with the IT team to develop a comprehensive plan that included regular data backups,
testing of the disaster recovery plan, and training for key personnel. This helped to
mitigate the risk

The interview questions and answers are designed for the role of an IT auditor, and
they follow the STAR model, which stands for Situation, Task, Action, and Result. This
model is used to structure responses to interview questions in a way that is easy to
understand and provides a clear example of how the candidate has dealt with similar
situations in the past.

The questions cover a range of IT General Controls (ITGCs) including logical access,
change management, IT operations, backup and recovery, problem management,
patch management, incident management, secure SDLC, secure cloud security, and
vendor management. Each question is designed to assess the candidate's experience
and knowledge in these areas, as well as their ability to apply IT auditing best
practices.

The STAR model provides a clear structure for the candidate's responses, allowing
them to provide specific examples of situations they have encountered, the tasks they
were required to perform, the actions they took to address the situation, and the
results they achieved. This approach allows the interviewer to gain a better
understanding of the candidate's skills and experience, and assess their suitability for
the IT auditor role.
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Situation

Situation: A
company has
experienced a
data breach in

the past.

Situation: A
company is
undergoing a
major system
upgrade.

Situation: A
company has
experienced
frequent system
downtime.

Situation: A
company has
lost critical data
due to a backup
failure.

Situation: A
company has
experienced
frequent
software
crashes.
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Task

Task: As an IT
auditor, what
steps would you
take to assess the
company's IT
general controls?

Task: Asan IT
auditor, how
would you assess
the company's
change
management
controls?

Task: As an IT
auditor, how
would you assess
the company's IT
operations
controls?

Task: Asan IT
auditor, how
would you assess
the company's
backup and
recovery controls?

Task: As an IT
auditor, how
would you assess
the company's
problem
management
controls?

Action

Action: Conduct a
thorough review of the
company's ITGCs,
including access controls,
change management
processes, and incident
response procedures.

Action: Review the
company's change
management policies and
procedures, and assess
how they are being
followed during the
upgrade process.

Action: Review the
company's IT operations
procedures, including
monitoring, backup and
recovery, and incident
response. Assess how
well they are being
followed and identify any
weaknesses.

Action: Review the
company's backup and
recovery procedures,
including frequency of
backups, storage location,
and recovery testing.

Action: Review the
company's problem
management procedures,
including incident
reporting, root cause
analysis, and resolution
tracking. Assess how well
they are being followed
and identify any
weaknesses.

Result

Result: Identify any
weaknesses in the
company's ITGCs and make
recommendations for
improvement.

Result: Identify any areas
where the company's
change management

controls could be improved,
and make recommendations
for enhancement.

Result: Make
recommendations for
improvements to the

company's IT operations
controls to reduce downtime
and increase reliability.

Result: Identify any areas
where the company's
backup and recovery

controls could be improved,
and make recommendations
for enhancement.

Result: Make
recommendations for
improvements to the

company's problem
management controls to
reduce software crashes
and improve overall system
stability.




Situation

Situation: A
company has
experienced
frequent security
incidents.

Situation: A
company is
planning to
develop a new
software
application.

Situation: A
company is
planning to
migrate its data
to a cloud
environment.
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Task

Task: Asan IT
auditor, how
would you assess
the company's
patch
management
controls?

Task: As an IT
auditor, how
would you assess
the company's
Secure SDLC
controls?

Task: Asan IT
auditor, how
would you assess
the company's
cloud security
controls?

Action

Action: Review the
company's patch
management procedures,
including patch testing,
deployment, and
monitoring. Assess how
well they are being
followed and identify any
weaknesses.

Action: Review the
company's Secure SDLC
policies and procedures,

including threat modeling,
code reviews, and testing.
Assess how well they are
being followed and
identify any weaknesses.

Action: Review the
company's cloud security
policies and procedures,
including access controls,

encryption, and
monitoring. Assess how
well they are being
followed and identify any
weaknesses.

Result

Result: Make
recommendations for
improvements to the

company's patch
management controls to
reduce the risk of security
incidents.

Result: Make
recommendations for
improvements to the

company's Secure SDLC
controls to reduce the risk of
security vulnerabilities in the
new software application.

Result: Make
recommendations for
improvements to the

company's cloud security
controls to reduce the risk of
data breaches and other
security incidents in the
cloud environment.




Situation

Situation: A
company has
experienced a

data loss incident.

Situation: A
company has
experienced a
cyber attack in

the past.

Situation: A
company has a
large number of

users with
administrative
access.

Situation: A
company has
experienced
frequent software
bugs.

Situation: A
company has
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Task

Task: As an IT
auditor, how
would you assess
the company's
logical access
controls?

Task: Asan IT
auditor, how
would you assess
the company's
incident
management
controls?

Task: Asan IT
auditor, how
would you assess
the company's
privileged access
controls?

Task: Asan IT
auditor, how
would you assess
the company's
software
development
controls?

Task: As an IT
auditor, how

Action

Action: Review the
company's logical access
policies and procedures,

including user access
management, password
controls, and multifactor
authentication. Assess how
well they are being
followed and identify any
weaknesses.

Action: Review the
company's incident
management policies and
procedures, including
incident response plans,
escalation procedures, and
post-incident reviews.
Assess how well they are
being followed and identify
any weaknesses.

Action: Review the
company's privileged
access policies and
procedures, including
access management,
monitoring, and auditing.
Assess how well they are
being followed and identify
any weaknesses.

Action: Review the
company's software
development policies and
procedures, including
requirements gathering,
design, coding, and testing.
Assess how well they are
being followed and identify
any weaknesses.

Action: Review the
company's IT service

Result

Result: Make
recommendations for
improvements to the

company's logical access
controls to reduce the risk
of data loss incidents.

Result: Make
recommendations for
improvements to the

company's incident
management controls to
improve its ability to detect,
respond to, and recover
from cyber attacks.

Result: Make
recommendations for
improvements to the
company's privileged

access controls to reduce
the risk of unauthorized
access and data breaches.

Result: Make
recommendations for
improvements to the
company's software

development controls to
reduce the risk of software
bugs and improve overall
quality.

Result: Make
recommendations for




Situation

experienced a
loss of business
due to system
downtime.

Situation: A
company has
experienced a

data breach due
to a third-party
vendor.

Situation: A
company has
experienced
frequent phishing
attacks.

\\A/ SkillWeed

GUIDE TO IT GENERAL CONTROLS

Task

would you assess
the company's IT
service
management
controls?

Task: Asan IT
auditor, how
would you assess
the company's
vendor
management
controls?

Task: Asan IT
auditor, how
would you assess
the company's
email security
controls?

Action

management policies and
procedures, including
incident management,
problem management,

change management, and

service level management.

Assess how well they are

being followed and identify

any weaknesses.

Action: Review the
company's vendor
management policies and
procedures, including due
diligence, contract
management, and
monitoring. Assess how
well they are being
followed and identify any
weaknesses.

Action: Review the
company's email security
policies and procedures,
including spam filtering,
virus scanning, and user
training. Assess how well

they are being followed and

identify any weaknesses.

Result

improvements to the
company's IT service
management controls to
reduce the risk of system
downtime and improve
overall service delivery.

Result: Make
recommendations for
improvements to the

company's vendor
management controls to
reduce the risk of data
breaches and other security
incidents involving third-
party vendors.

Result: Make
recommendations for
improvements to the

company's email security

controls to reduce the risk
of phishing attacks and

other email-based threats.
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IT AUDIT LABS

BACKGROUND

An ITGC audit is an examination of the Information Technology General Controls
within an organization's IT infrastructure. These controls are essential for ensuring
that the IT systems and processes are reliable, secure, and maintain the
confidentiality, integrity, and availability of data.

An ITGC audit is typically conducted by an IT auditor who examines the ITGC's
effectiveness and efficiency, assesses the risks of the IT systems, and recommends
improvements to the ITGC.

The ITGC typically includes the following areas:

e Access Control: This area includes policies and procedures to control access to
systems and applications, including authentication and authorization
mechanisms.
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e Change Management: This area covers the policies, procedures, and controls
for managing changes to the IT systems and applications, including testing and
implementation procedures.

e Backup and Recovery: This area includes the policies, procedures, and controls
for backing up data and systems and recovering from system failures and
disasters.

o System Development: This area covers the policies, procedures, and controls
for developing and implementing new IT systems and applications.

e Information Security: This area covers the policies, procedures, and controls for
protecting information from unauthorized access, modification, and
destruction.

¢ AN ITGC auditis an important part of an organization's internal control system.
The ITGC ensures that the IT systems are secure, reliable, and maintain the
confidentiality, integrity, and availability of data. ITGC audits are typically
performed annually or on a bi-annual basis.

e The audit process involves several steps, including planning, testing, and
reporting. During the planning phase, the auditor assesses the ITGC's scope,
objectives, and risks and develops an audit plan. During the testing phase, the
auditor examines the controls, evaluates their effectiveness, and identifies any
weaknesses or deficiencies. Finally, the auditor prepares a report that
summarizes the findings, includes the management's response, and provides
recommendations for improvement.
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LABS

New Users Testing:
Tester name: John Smith
Control name: User registration process

Control objective: To ensure that the user registration process is functioning correctly
and that new users can successfully create an account on the website.

Selected population: All new users who have attempted to register on the website in
the past week.

Sample selected: 50 new users who have attempted to register on the website in the
past week.

Expected sample result: At least 95% of the sample users should have successfully
registered and be able to log in to the website.

Tester Control Control Selected Sample  Expected sample result
name name objective population selected
John User To ensure All new users who 50 At least 95% of the
Smith  registration successful have attempted to sample users should
process registration of register on the have successfully
new users website in the registered and be able
past week to log in to the
website.
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Tester
name

John
Smith

John
Smith

John
Smith

John
Smith

John
Smith

Control
name

User
registration
process

User
registration
process

User
registration
process

User
registration
process

User
registration
process

Control
objective

To ensure
successful
registration of
new users

To ensure
successful
registration of
new users

To ensure
successful
registration of
new users

To ensure
successful
registration of
new users

To ensure
successful
registration of
new users

Selected
population

All new users who
have attempted to
register on the
website in the past
week

All new users who
have attempted to
register on the
website in the past
week

All new users who
have attempted to
register on the
website in the past
week

All new users who
have attempted to
register on the
website in the past
week

All new users who
have attempted to
register on the
website in the past
week

Sample
selected

50

50

50

50

50

User
#

Registration
Status

Success

Failure - Email
already exists

Success

Success

Failure -
Password must
contain a
number

The answer mapping table would list each of the 50 users in the sample, their
registration status (success or failure), and the reason for any failures. This
information can be used to identify any issues with the registration process and make
necessary improvements.

Tester Name: John Doe Control Name: User Access Provisioning Control Objective: To
ensure that new user access to the system is provisioned in accordance with the

company's policies and procedures.
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Selected Population: New users added to the system in the past 30 days.

Sample Selected: 10 new user accounts added to the system in the past 30 days.

Expected Sample Result: All 10 new user accounts were provisioned in accordance
with the company's policies and procedures.

Testing Table:
Sample ID User Access Provisioning Date  Access Provisioning Compliance Result
Name Requestor
1 jsmith 1/15/2022 HR Department Compliant
2 kjones 1/17/2022 IT Department Compliant
3 asmith 1/20/2022 HR Department Compliant
4 jbrown 1/22/2022 IT Department Compliant
5 sharris 1/25/2022 HR Department Compliant
6 smiller 1/28/2022 IT Department Compliant
7 jwilliam 2/2/2022 HR Department Compliant
8 Ismith 2/4/2022 IT Department Compliant
9 pjones 2/6/2022 HR Department Compliant
10 jharris 2/9/2022 IT Department Compliant

Control Objective: To ensure that new user access to the system is provisioned in
accordance with the company's policies and procedures.

Control Test: Select a sample of 10 new user accounts added to the system in the past
30 days and review the access provisioning request and approval process. Verify that
each user account was provisioned in accordance with the company's policies and
procedures.

Expected Sample Result: All 10 new user accounts were provisioned in accordance
with the company's policies and procedures.

Compliance Result: Compliant. All 10 new user accounts were provisioned in
accordance with the company's policies and procedures.
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Terminated Users Testing
e Tester Name: Mark Johnson Control Name: Access Review and Reconciliation

e Control Objective: To ensure that terminated users' access is reviewed and
reconciled in a timely and effective manner.

e Selected Population: Users who have been terminated in the past 30 days.
Sample Selected: 10 terminated user accounts in the past 30 days.

o Expected Sample Result: All 10 terminated user accounts have been reviewed
and reconciled in a timely and effective manner.

Testing Table:

Sample User Termination Access Review  Access Reconciled Compliance
ID Name Date Date Date Result
1 jsmith 1/15/2022 1/20/2022 1/21/2022 Compliant
2 kjones 1/17/2022 1/22/2022 1/24/2022 Compliant
3 asmith 1/20/2022 1/25/2022 1/27/2022 Compliant
4 jbrown 1/22/2022 1/27/2022 1/29/2022 Compliant
5 sharris 1/25/2022 1/30/2022 2/1/2022 Compliant
6 smiller 1/28/2022 2/2/2022 2/4/2022 Compliant
7 jwilliam 2/2/2022 2/7/2022 2/9/2022 Compliant
8 Ismith 2/4/2022 2/9/2022 2/11/2022 Compliant
9 pjones 2/6/2022 2/11/2022 2/13/2022 Compliant
10 jharris 2/9/2022 2/14/2022 2/16/2022 Compliant
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System Parameter Settings Review:
e Tester Name: Sarah Lee Control Name: System Parameter Configuration

e Control Objective: To ensure that all system parameter settings are properly
configured and maintained in accordance with the organization's security
requirements.

e Selected Population: System parameter settings for the production
environment. Sample Selected: A sample of 20 system parameter settings
for critical security functions, including password policies, session timeouts,
and system log settings.

e Expected Sample Result: All 20 system parameter settings are properly
configured and maintained in accordance with the organization's security

requirements.

Parameter Setting Security Last Compliance
Name Value Requirement Configuration Result
Date
1 Password 10 Minimum 8 2022-01-01 Compliant
Length characters
2 Password High Alphanumeric and 2022-01-01 Compliant
Complexity special characters
required
3 Password 90 days Maximum 90 days 2022-01-01 Compliant
Expiration without reset
4 Account 5 attempts | Lockout after 5 failed 2022-01-01 Compliant
Lockout attempts
5 Session 15 minutes Automatic logout 2022-01-01 Compliant
Timeout after 15 minutes of
inactivity
6 System Log 90 days Logs retained for a 2022-01-01 Compliant
Retention minimum of 90 days
7 Password 5 Prevent reuse of 2022-01-01 Compliant
History passwords previous 5
passwords
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Sample Parameter Setting Security Last Compliance
ID Name Value Requirement Configuration Result
Date
8 Password 14 days Notify user 14 days 2022-01-01 Compliant
Notification before before password
expiration expiration
9 Antivirus Daily Antivirus signatures 2022-01-01 Compliant
Update updated daily
Frequency
10 Firewall Rule Quarterly Firewall rules 2022-01-01 Compliant
Review reviewed quarterly

for effectiveness

11 Security Patch Monthly Security patches 2022-01-01 Compliant
Frequency applied monthly
12 Two-Factor Enabled Two-factor 2022-01-01 Compliant
Authentication authentication

enabled for all
privileged accounts

13 Remote Access Required All remote access 2022-01-01 Compliant
Approval requests approved
by management

14 Physical Biometric Biometric 2022-01-01 Compliant
Access Control authentication
required for access
to sensitive areas

15 Data AES-256 Sensitive data 2022-01-01 Compliant
Encryption encrypted with AES-
256
16 Network Enabled Network segmented 2022-01-01 Compliant
Segmentation to prevent lateral

movement of threats

17 Backup Daily Data backed up 2022-01-01 Compliant
Frequency daily with offsite
storage
18 Disaster Tested Disaster recovery 2022-01-01 Compliant
Recovery Plan annually plan tested annually

for effectiveness

s D



GUIDE TO IT GENERAL CONTROLS

Sample Parameter Setting Security Last Compliance
ID Name Value Requirement Configuration Result
Date
19 Incident Tested Incident response 2022-01-01 Compliant
Response Plan annually plan tested annually

for effectiveness

Privileged Access Review
e Tester's Name: John Smith
e Control Name: Privileged Access Review

e Control Objective: To ensure that employees with privileged access rights are
appropriately authorized and that access is periodically reviewed.

e Selected Population: All employees with privileged access rights.

e Sample Selected: A random sample of 20 employees with privileged access
rights.

e Expected Sample Result: All employees in the sample have valid, documented
justifications for their access rights and their access has been reviewed and
approved in accordance with company policy.

Employee Justification Documented? Access Access
ID Reviewed? Approved?
1234 Jane Smith Yes Yes Yes
5678 Bob Yes Yes No
Johnson
9101 Sue Lee Yes No N/A
2121 Tom Chen Yes Yes Yes
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Change Management
e Tester's Name: Mary Johnson
e Control Name: Change Management

e Control Objective: To ensure that changes to production systems are
appropriately planned, authorized, tested, and implemented in a controlled
manner.

e Selected Population: All change requests submitted during the testing period.

e Sample Selected: A random sample of 10 change requests.

e Expected Sample Result: All change requests in the sample have been
appropriately authorized, planned, tested, and implemented in accordance
with company policy.

Change Description Authorized? Planned? Tested? Implemented?
Request ID
1234 Upgrade web server Yes Yes Yes Yes
software
5678 Add new feature to online Yes No No No
store
9101 Apply security patch to Yes Yes Yes No

database server

2121 Reconfigure firewall rules Yes Yes Yes Yes

e Tester Name: Sarah Johnson
e Control Name: Change Request Approval

e Control Objective: To ensure that change requests are appropriately approved
before implementation to prevent unauthorized changes.

e Selected Population: Change requests received between January 1, 2022, and
January 31, 2022.

e Sample Selected: 10 random change requests from the selected population.

e Expected Sample Result: All 10 change requests should have appropriate
approval documentation before implementation.
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Test Results:

e Fail Scenario: If one or more of the selected change requests do not have
appropriate approval documentation, the test will fail. For example, if change
request #5 does not have an approval signature, the expected sample result
will be 9 out of 10 change requests having appropriate approval
documentation.

e Pass Scenario: If all 10 of the selected change requests have appropriate
approval documentation, the test will pass.

Test  Control Control Objective Selected Sample Expected Actual
Case Name Population Selected Sample Result Sample
Result
1 Change To ensure that Change 10 All 10 have Pass
Request = change requests are requests random approval
Approval appropriately received change documentation
approved before between requests
implementation 1/1/22 -
1/31/22
2 Change To ensure that Change 10 9 have approval Fail
Request | change requests are requests random documentation
Approval appropriately received change
approved before between requests
implementation 1/1/22 -
1/31/22

In the fail scenario, the tester would document the specific change request(s) that did
not meet the control objective and report it to the appropriate stakeholders. The
control can then be revised and retested to ensure that it is functioning properly.

In the pass scenario, the tester would document the successful completion of the test
and report it to the appropriate stakeholders. The control can then continue to be
monitored and tested on a regular basis to ensure that it is still functioning properly.
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Incident Management
e Tester Name: John Smith
e Control Name: Incident Response Time

e Control Objective: To ensure that incidents are resolved within the defined
response time to minimize business impact.

e Selected Population: Incidents reported between January 1, 2022, and January
31, 2022.

e Sample Selected: 10 random incidents from the selected population.

o Expected Sample Result: All 10 incidents should be resolved within the defined
response time.

e Fail Scenario: If one or more of the selected incidents are not resolved within
the defined response time, the test will fail. For example, if incident #5 was not
resolved within the defined response time, the expected sample result will be 9
out of 10 incidents resolved within the defined response time.

e Pass Scenario: If all 10 of the selected incidents are resolved within the defined
response time, the test will pass

Control Control Objective Selected Sample Expected Actual
Name Population Selected Sample Sample
Result Result
1 Incident To ensure that Incidents 10 All 10 Pass
Response incidents are reported random incidents
Time resolved within between 1/1/22  incidents resolved
the defined time - 1/31/22
2 Incident To ensure that Incidents 10 9 incidents Fail
Response incidents are reported random resolved
Time resolved within between 1/1/22  incidents
the defined time - 1/31/22

¢ In the fail scenario, the tester would document the specific incident(s) that did
not meet the control objective and report it to the appropriate stakeholders. The
incident can then be investigated to determine the root cause of the delay and
to identify any necessary corrective actions to prevent future delays.
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¢ In the pass scenario, the tester would document the successful completion of
the test and report it to the appropriate stakeholders. The control can then
continue to be monitored and tested on a regular basis to ensure that it is still
functioning properly.

Problem Management

e Fail Scenario: If one or more of the selected problem tickets do not have a trend
analysis completed and a plan to prevent recurrence in place, the test will fail.
For example, if problem ticket #5 does not have a plan to prevent recurrence in
place, the expected sample result will be 9 out of 10 problem tickets with a
trend analysis completed and a plan to prevent recurrence in place.

e Pass Scenario: If all 10 of the selected problem tickets have a trend analysis
completed and a plan to prevent recurrence in place, the test will pass.

Test  Control Control Objective Selected Sample Expected
Case Name Population Selected Sample
Result
1 Problem To ensure that Problem tickets 10 All 10 have Pass
Trend problem trends are received random trend
Analysis analyzed and between 1/1/22  problem analysis &
addressed to prevent - 1/31/22 tickets plan

recurring incidents

2 Problem To ensure that Problem tickets 10 9 have Fail
Trend problem trends are received random trend
Analysis analyzed and between 1/1/22 = problem analysis &
addressed to prevent - 1/31/22 tickets plan

recurring incidents

¢ In the fail scenario, the tester would document the specific problem ticket(s)
that did not meet the control objective and report it to the appropriate
stakeholders. The problem can then be investigated to determine the root cause
and to identify any necessary corrective actions to prevent future occurrences.

e In the pass scenario, the tester would document the successful completion of
the test and report it to the appropriate stakeholders. The control can then
continue to be monitored and tested on a regular basis to ensure that it is still
functioning properly.
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Backup and Recovery

Tester Name: David Kim Control Name: Backup Verification

Control Objective: To ensure that backups are completed successfully and
can be restored in a timely manner to minimize data loss and business
impact.

Selected Population: Backups performed between January 1, 2022, and
January 31, 2022.

Sample Selected: 5 random backups from the selected population.

Expected Sample Result: All 5 backups should have been completed
successfully and should be able to be restored in a timely manner.

Fail Scenario: If one or more of the selected backups were not completed
successfully or cannot be restored in a timely manner, the test will fail. For
example, if backup #3 was not completed successfully, the expected sample
result will be 4 out of 5 backups completed successfully and able to be
restored in a timely manner.

Pass Scenario: If all 5 of the selected backups were completed successfully
and are able to be restored in a timely manner, the test will pass.

W SkillWeed

Control Control Objective Selected Sample

Selected

Expected
Sample
Result

Name Population

Actual
Sample
Result

1 Backup To ensure that Backups 5 random All 5 Pass
Verification backups are performed backups completed
completed between successfully
successfully and can 1/1/22 -
be restored in a 1/31/22
timely manner
2 Backup To ensure that Backups 5random | 4 completed Fail
Verification backups are performed backups successfully
completed between
successfully and can 1/1/22 -
be restored in a 1/31/22

timely manner
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¢ In the fail scenario, the tester would document the specific backup(s) that did
not meet the control objective and report it to the appropriate stakeholders. The
backup can then be investigated to determine the root cause of the failure and
to identify any necessary corrective actions to prevent future failures.

¢ In the pass scenario, the tester would document the successful completion of
the test and report it to the appropriate stakeholders. The control can then
continue to be monitored and tested on a regular basis to ensure that it is still
functioning properly.

Job Scheduling
e Tester Name: Maria Rodriguez Control Name: Job Scheduling Accuracy

e Control Objective: To ensure that all scheduled jobs are run accurately and on
time as per the defined schedule to minimize business impact.

e Selected Population: Scheduled jobs that ran between February 1, 2022, and
February 28, 2022.

e Sample Selected: 10 random scheduled jobs from the selected population.

e Expected Sample Result: All 10 scheduled jobs should have run accurately and
on time as per the defined schedule.

e Fail Scenario: If one or more of the selected scheduled jobs did not run
accurately or were not run on time as per the defined schedule, the test will fail.
For example, if job #7 was not run on time as per the defined schedule, the
expected sample result will be 9 out of 10 scheduled jobs run accurately and
on time as per the defined schedule.

e Pass Scenario: If all 10 of the selected scheduled jobs were run accurately and
on time as per the defined schedule, the test will pass.
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Test Control Control Objective Selected Sample Expected Actual
Case Name Population Selected Sample Sample
Result Result
1 Job To ensure that all Jobs 10 All 10 ran Pass
Scheduling scheduled jobs are scheduled random accurately
Accuracy run accurately and between jobs on time
on time as per the 2/1/22 -
defined schedule 2/28/22
2 Job To ensure that all Jobs 10 9ran Fail
Scheduling scheduled jobs are scheduled random accurately
Accuracy run accurately and between jobs on time
on time as per the 2/1/22 -
defined schedule 2/28/22

¢ Inthe fail scenario, the tester would document the specific scheduled job(s) that
did not meet the control objective and report it to the appropriate stakeholders.
The scheduled job can then be investigated to determine the root cause of the
failure and to identify any necessary corrective actions to prevent future
failures.

¢ In the pass scenario, the tester would document the successful completion of
the test and report it to the appropriate stakeholders. The control can then
continue to be monitored and tested on a regular basis to ensure that it is still
functioning properly.
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FINAL REPORT

Sample Audit Report showing findings, management response and conclusion
Audit Report

Subject: Information Technology General Controls (ITGC)

Report Date: 02/28/2023

Prepared by: Jane Smith, IT Auditor

Introduction

e We conducted an audit of the Information Technology General Controls (ITGC)
from January 1, 2022, to December 31, 2022. The objective of this audit was to
assess the effectiveness and efficiency of the ITGC, including the controls in
place to ensure the confidentiality, integrity, and availability of information.

Scope

e The scope of this audit included the ITGC for all business units within the
organization. We reviewed policies, procedures, and controls related to access
control, change management, backup and recovery, system development, and
information security.

Findings
During our audit, we identified the following findings:

1. Weakness in Access Control We noted that there were several instances where
user access to systems and applications was not appropriately authorized, and
access permissions were not reviewed on a timely basis.

2. Inadequate Change Management We found that the change management
process was not always effective in ensuring that all changes were
appropriately authorized, tested, and implemented, resulting in a higher risk of
system outages and security breaches.

3. Insufficient Backup and Recovery Procedures We found that the backup and
recovery procedures were not consistently followed, resulting in backup failures
and data loss incidents.
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Management Response

We presented the above findings to the management, and they responded with the
following:

1. Access Control: Management agrees with the finding and has taken immediate
action to review user access permissions and implement a more robust access
control process. They have also scheduled periodic access reviews to ensure
that access is granted on a need-to-know basis.

2. Change Management: Management acknowledges the finding and has already
started working on improving the change management process. They have
reviewed and updated the change management policies and procedures, and
have started to conduct more thorough testing of all changes before
implementation.

3. Backup and Recovery Procedures: Management agrees with the finding and
has initiated a project to improve the backup and recovery procedures. They
have identified the root causes of backup failures and data loss incidents, and
are implementing a more robust backup and recovery strategy.

Conclusion

e Based on our audit, we concluded that the ITGC needed improvement to ensure
the confidentiality, integrity, and availability of information. We recommend
that management take appropriate corrective actions to address the findings
and improve the effectiveness and efficiency of the ITGC. We will follow up on
the progress of the corrective actions and report on the status of the
improvements in our next audit.
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