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SESSION 1:
INTRODUCTION T0 NETWORKING BASICS
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1. WHAT IS COMPUTER NETWORKING?
DEFINITION:

Computer networking is the practice of connecting multiple computing devices
together to facilitate communication and the sharing of resources. It enables devices
such as computers, servers, smartphones, printers, and more to exchange data,
access shared resources, and collaborate effectively, whether they are in close
proximity or located across the globe.

OVERVIEW:

Computer networking plays a pivotal role in our increasingly connected world. It
serves as the backbone of the modern digital age, enabling individuals, businesses,
and organizations to achieve a wide range of goals. Here's an overview of key
aspects of computer networking:
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1.1CONNECTIVITY:

« Networking creates a fabric of connectivity, allowing devices to communicate
with each other seamlessly. This connectivity can be wired (e.g., Ethernet
cables) or wireless (e.g., Wi-Fi, cellular networks), depending on the specific
requirements and circumstances.

1.2 DATA SHARING:

e Networking enables the sharing of data and resources. This includes files,
documents, databases, printers, and more. Users can access and share
information across the network efficiently.

1.3 COMMUNICATION:

e Networking is the foundation of modern communication systems. It enables
real-time communication through email, instant messaging, voice and video
calls, and social media platforms. Additionally, it supports video conferencing,
webinars, and collaborative tools.

1.4 COLLABORATION:

e Collaboration tools like cloud-based services and shared drives are made
possible through networking. They allow individuals and teams to work
together on projects, documents, and applications from different locations.

1.5 INTERNET ACCESS:

o The internet itself is a vast global network of networks. Computer networking
is what allows users to access the internet, browse websites, send emails,
and engage with online services.
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1.6 BUSINESS APPLICATIONS:

o For businesses, computer networking is essential for operations. It supports e-
commerce, data storage, customer relationship management, and inventory
management, among others.

1.7 SEGURITY AND PRIVACY:

« With the increasing reliance on networks, cybersecurity becomes crucial.
Network security measures protect data from unauthorized access, ensuring
privacy and data integrity.

1.8 SCALABILITY AND GROWTH:

o Networking allows organizations to scale their infrastructure as needed.
Whether it's adding new devices, expanding network coverage, or increasing
bandwidth, networks can adapt to accommodate growth.

In essence, computer networking is the foundation of our interconnected world. It
enables the flow of information, supports collaboration and innovation, and is an
essential component of both personal and professional life. Understanding the
fundamentals of computer networking is a critical step toward becoming a network
analyst or pursuing a career in the field of cybersecurity.
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2. KEY NETWORKING TERMINOLOGY
NETWORKING PROTOCOLS:

o Definition: Networking protocols are a set of rules and conventions that
govern how data is formatted, transmitted, received, and processed across a
network. They ensure that devices on a network can communicate effectively
by adhering to a common standard.

e Example Protocols:
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TCP (Transmission Control Protocol): A reliable, connection-
oriented protocol that ensures data delivery without errors or
loss. It's used for applications where data integrity is critical,
such as web browsing and email.

UDP (User Datagram Protocol): A connectionless protocol that
offers faster data transmission but doesn't guarantee data
delivery. It's suitable for real-time applications like streaming and
online gaming.

IP (Internet Protocol): A fundamental protocol for routing and
addressing data packets on the internet. IPv4 and IPv6 are two
versions of this protocol.

HTTP (Hypertext Transfer Protocol): Used for transferring web
pages and web-related content, making it the backbone of the
World Wide Web.

FTP (File Transfer Protocol): Designed for file transfers between
computers, often used for uploading and downloading files from
servers.
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IP ADDRESSES:

o Definition: IP addresses are numerical labels assigned to each device
connected to a network. They serve two primary purposes: identifying the
host or network interface and providing a location address for routing data.

e IPv4 (Internet Protocol version 4): The older version of IP addressing,
which uses a 32-bit address format (e.g., 192.168.1.1). IPv4 addresses
are becoming scarce due to the exponential growth of the internet.

e |IPv6 (Internet Protocol version 6): The newer version of IP addressing,
designed to replace IPv4. IPv6 uses a 128-bit address format (e.g.,
2001:0db8:85a03:0000:0000:802€e:0370:7334) and provides a vastly
larger address space.

PORTS:

o Definition: Ports are like doors on a computer that allow different services
and applications to communicate over a network. They provide a way for
multiple applications to share a single IP address.

e Well-Known Ports: These are reserved ports with standardized
purposes. For example, Port 80 is typically associated with HTTP (web
traffic), Port 25 is used for SMTP (email), and Port 21 is for FTP (file
transfers).

o Dynamic Ports: Also known as ephemeral ports, these are temporary
ports assigned by the operating system to applications for
communication. They are usually in the range of 49152 to 65535.
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1.9. TYPES OF NETWORKS
LOCAL AREA NETWORK (LANJ:

o Definition: A Local Area Network (LAN) is a network that covers a small
geographic areaq, typically within a single building, office, or campus. LANs are
designed for high-speed data transfer and facilitate the sharing of resources
among connected devices.

e Characteristics:

Limited geographical coverage (usually within a few kilometers).
High data transfer rates, often using Ethernet technology.

Commonly used for connecting computers, printers, and servers
within an office or home.

LANSs are known for low latency, making them ideal for real-time
applications.

WIDE AREA NETWORK (WAND:

o Definition: A Wide Area Network (WAN) spans a large geographic area and
connects LANs or other networks across cities, regions, or even continents.
WANSs use various technologies, including leased lines, satellite links, and the
internet, to provide long-distance connectivity.

o Characteristics:
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Extensive geographical coverage, often nationwide or
worldwide.

Typically involves multiple interconnected LANs or networks.

Lower data transfer rates compared to LANs due to longer
distances.

WANSs are crucial for enabling global communication and access
to remote resources.
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WIRELESS LOCAL AREA NETWORK (WLAND:

o Definition: A Wireless Local Area Network (WLAN) is a type of LAN that uses
wireless communication technology, such as Wi-Fi, to connect devices within
a limited area. WLANSs provide the convenience of mobility and eliminate the
need for physical cables.

e Characteristics:

e Wireless connectivity allows devices to connect without physical
cables.

e« Commonly used in homes, offices, airports, and public spaces.

o Offers flexibility and mobility, enabling devices to move within
the coverage area.

e Security measures like WPA and WPAZ2 are essential to protect
WLANS from unauthorized access.

METROPOLITAN AREA NETWORK (MAND:

o Definition: A Metropolitan Area Network (MAN) is an intermediate-sized
network that covers a larger geographical area than a LAN but is smaller
than a WAN. MANSs are often used by organizations or municipalities to
connect multiple buildings within a city.

e Characteristics:

o Geographical coverage falls between LANs and WANSs, typically
covering a city.
« MANSs may use fiber optics, microwave links, or other

technologies for connectivity.

o Enables efficient data sharing and communication between
nearby locations.
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PERSONAL AREA NETWORK (PAN):

o Definition: A Personal Area Network (PAN) is a small, short-range network
designed for connecting personal devices like smartphones, laptops, tablets,
and wearable technology. Bluetooth and infrared are common PAN
technologies.

e Characteristics:

« Very limited geographical coverage, typically within a few
meters.

e Ideal for connecting personal devices and peripherals.

« Enables device synchronization, file sharing, and peripheral
connectivity (e.g., wireless headphones).

1.10 0SI MODEL OVERVIEW

The OSI model is a conceptual framework that standardizes the functions and
protocols of a network into seven distinct layers. Each layer has a specific role in
facilitating communication between devices on a network. The model was
developed by the International Organization for Standardization (ISO) to ensure that
different networking technologies and protocols could work together seamlessly.
Let's explore each layer in more detail:

LAYER 1: PHYSICAL LAYER

e Function: The Physical Layer is responsible for the actual physical connection
between devices. It defines the hardware elements, such as cables, switches,
and connectors, as well as the electrical and optical characteristics that
govern data transmission.

« Key Concepts: Bit transmission, signaling, voltage levels, physical topology
(e.g., Ethernet cables, fiber optics).
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LAYER 2: DATA LINK LAYER

e Function: The Data Link Layer manages the flow of data between devices on
the same local network. It ensures error detection and correction, as well as
the organization of data into frames for reliable transmission.

o Key Concepts: MAC addresses (Media Access Control), Ethernet frames, error
detection (CRC), switches, bridges.

LAYER 3: NETWORK LAYER

e Function: The Network Layer handles routing and forwarding data between
different networks. It uses logical addressing (IP addresses) to determine the
best path for data packets to reach their destination.

o Key Concepts: IP addressing (IPv4, IPv6), routing protocols (e.g., RIP, OSPF,
BGP), routers, subnets.

LAYER 4: TRANSPORT LAYER

e Function: The Transport Layer is responsible for end-to-end communication
between devices. It ensures data integrity, reliability, and flow control. It
includes two main protocols: TCP (reliable, connection-oriented) and UDP
(unreliable, connectionless).

o Key Concepts: TCP (Transmission Control Protocol), UDP (User Datagram
Protocol), port numbers, data segmentation, error detection, and correction.

LAYER 5: SESSION LAYER

e Function: The Session Layer establishes, maintains, and terminates sessions
or connections between applications on different devices. It manages
dialogue control and synchronization between processes.

o Key Concepts: Session establishment, maintenance, and termination,
dialogue control, session synchronization.
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LAYER 6: PRESENTATION LAYER

e Function: The Presentation Layer is responsible for data translation,
encryption, and compression. It ensures that data is presented in a format
that the application layer can understand.

o Key Concepts: Data translation, encryption, decryption, data compression,
data format conversion.

LAYER 7: APPLICATION LAYER

e Function: The Application Layer is the top layer and is closest to the end-user.
It provides services directly to applications and interacts with application
software for network services. It encompasses various protocols and services
for specific applications like web browsing, email, and file transfer.

o Key Concepts: HTTP (Hypertext Transfer Protocol), FTP (File Transfer
Protocol), SMTP (Simple Mail Transfer Protocol), DNS (Domain Name System).

Understanding the OSI model helps network analysts troubleshoot network issues,
as it provides a structured framework for diagnosing problems at specific layers. It
also facilitates communication between professionals in the networking field,
allowing them to discuss issues and solutions more precisely.

1.11. TCP/IP PROTOCOL SUITE

The TCP/IP (Transmission Control Protocol/Internet Protocol) suite is a
comprehensive set of networking protocols that form the foundation of the internet
and modern network communication. It consists of multiple protocols, each with
specific functions to ensure reliable and efficient data transmission. Below, we'll
explore some key components of the TCP/IP Protocol Suite:
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INTERNET PROTOCOL (IP)

e Function: IP is responsible for addressing and routing packets of data so that
they can travel across networks and arrive at their intended destinations. Two
main versions exist: IPv4 and IPv6.

e IPv4: The older version of IP uses a 32-bit addressing scheme and is
still widely used but faces address exhaustion issues due to the limited
number of available addresses.

e |IPv6: The newer version uses a 128-bit addressing scheme, providing
an almost limitless number of unique addresses to accommodate the
growing number of devices connected to the internet.

TRANSMISSION CONTROL PROTOCOL (TCP)

e Function: TCP is a connection-oriented protocol that ensures reliable, error-
checked data transmission between two devices. It establishes a connection,
breaks data into packets, and reassembles them on the receiving end. It also
handles flow control and acknowledgments.

o Features: Three-way handshake for connection establishment,
sequence numbers, acknowledgments, sliding window for flow control.

USER DATAGRAM PROTOCOL (UDP)

e Function: UDP is a connectionless protocol that offers faster data
transmission but does not guarantee reliability or error-checking like TCP. It is
often used for real-time applications where speed is critical.

e Use Cases: VolIP (Voice over Internet Protocol), video streaming, online
gaming, DNS (Domain Name System).
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INTERNET CONTROL MESSAGE PROTOCOL (ICMP)

e Function: ICMP is used for sending error messages and operational
information about network conditions. It plays a critical role in network
troubleshooting and diagnostics.

e Examples: Ping (used to test network connectivity), ICMP error
messages like "Destination Unreachable" and "Time Exceeded."

HYPERTEXT TRANSFER PROTOCOL (HTTP)

e Function: HTTP is used for transferring web pages and web-related content
between web servers and web browsers. It is the foundation of the World
Wide Web.

o Features: Stateless protocol, request-response model, supports
multimedia content, operates on top of TCP (usually on port 80).

FILE TRANSFER PROTOCOL (FTP)

e Function: FTP is a protocol for transferring files between computers over a
network. It provides commands for uploading, downloading, and managing
files and directories on a remote server.

e Modes: FTP operates in two modes: active (client opens a random port
for data transfer) and passive (server opens a random port for data
transfer).

SIMPLE MAIL TRANSFER PROTOCOL (SMTP)

e Function: SMTP is a protocol for sending and relaying email messages
between email servers. It defines how email clients send messages to servers
and how servers forward emails to their destinations.

o Features: Supports text-based messages, attachments, and email
routing.
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DOMAIN NAME SYSTEM (DNS)

e Function: DNS is responsible for translating human-readable domain names
(e.g., www.example.com) into IP addresses (e.g., 192.168.1.1). It plays a
crucial role in internet navigation.

e Components: DNS servers, DNS resolution process, top-level domains
(TLDs).

Understanding the TCP/IP Protocol Suite is essential for anyone working in network
administration, cybersecurity, or network analysis. These protocols ensure the
reliable and efficient exchange of data across the internet and other networks,
making them the backbone of modern digital communication.
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SESSION 2:
NETWORK TOPOLOGIES AND DEVICES
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2.1. COMMON NETWORK TOPOLOGIES

Definition: Network topologies refer to the physical or logical layout of devices and
connections in a network. Different topologies offer varying levels of reliability,
scalability, and performance.

1.BUS TOPOLOGY:

e Description: In a bus topology, devices are connected to a central cable called
a "bus." Data is transmitted along the bus, and all devices receive the data,
but only the intended recipient processes it.

e Advantages: Simple to set up, cost-effective for small networks.

« Disadvantages: Susceptible to cable failures, limited scalability.
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2. STAR TOPOLOGY:

« Description: In a star topology, devices are connected to a central hub or
switch. All communication passes through the central device, which manages
data traffic.

« Advantages: Easy to add or remove devices, robust, isolates network issues.

« Disadvantages: Dependency on the central hub, costlier due to additional
hardware.

3. RING TOPOLOGY:

« Description: In a ring topology, devices are connected in a closed-loop, with
data circulating in one direction. Each device passes data to the next until it
reaches the destination.

e Advantages: Balanced data traffic, fault tolerance (if a device fails, data can
take an alternate path).

« Disadvantages: Complex to install and manage, cable break can disrupt the
entire network.

4. MESH TOPOLOGY:

o Description: In a mesh topology, every device is connected to every other
device. This creates a redundant network where multiple paths exist for data
transmission.

e Advantages: High redundancy, fault tolerance, minimal congestion.

« Disadvantages: Costly due to the extensive cabling and hardware, complex
to set up and manage.
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0. HYBRID TOPOLOGY:

e Description: A hybrid topology combines two or more of the above topologies
to create a network that suits specific needs. For example, a combination of
star and ring topologies.

« Advantages: Customizable, balances strengths and weaknesses of different
topologies.

« Disadvantages: Complexity depends on the combination chosen.

2.2. NETWORK DEVICES AND THEIR FUNCTIONS

Definition: Network devices are hardware components that facilitate communication
and data transmission within a network. Each device has a specific role and
function.

1. ROUTERS:

e Function: Routers connect multiple networks together and route data
between them. They operate at the network layer (Layer 3) of the OSI model.

2. SWITCHES:

e Function: Switches are used to connect devices within a local network (LAN).
They operate at the data link layer (Layer 2) and use MAC addresses to
forward data to the correct destination.

3. HUBS:

e Function: Hubs are older network devices that simply broadcast data to all
connected devices. They operate at the physical layer (Layer 1).
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4. ACCESS POINTS (APS):

« Function: Access points are used to provide wireless connectivity to devices in
a WLAN (Wireless Local Area Network).

0. MODEMS:

e Function: Modems (Modulator-Demodulator) convert digital data from
computers into analog signals for transmission over telephone lines or cable
systems and vice versa.

6. FIREWALLS:

e Function: Firewalls are used to protect networks by monitoring and
controlling incoming and outgoing network traffic based on an organization's
previously established security policies.

7. BRIDGES:

e Function: Bridges connect two or more network segments, making them
operate as a single network. They operate at the data link layer.

8. GATEWAYS:

e Function: Gateways are devices that translate between different protocols or
data formats to enable communication between different types of networks.

Understanding network topologies and devices is essential for network analysts as
it forms the foundation for network design, troubleshooting, and optimization.
Different topologies and devices are chosen based on the specific requirements and
goals of a network.

SkillWeed -



Network Foundation Program

2.3. IP ADDRESSING BASICS

Definition: IP addressing is a critical aspect of network configuration, allowing
devices to be uniquely identified on a network. Understanding IP addressing is
fundamental for network analysts.

1.IPV4 VS, IPVG:

e |IPv4 (Internet Protocol version 4):

o Description: IPv4 addresses are 32-bit numeric labels in the format
XXX XXX.XXX. XXX, Where each "xxx" can range from 0 to 255. IPv4
addresses are finite and have been largely exhausted.

e Challenges: IPv4 address exhaustion, the need for Network Address
Translation (NAT) to conserve addresses.

e |IPv6 (Internet Protocol version 6):

o Description: IPv6 addresses are 128-bit hexadecimal labels in the
format XxxXX:XXXX:XXXXIXXXXXXXXXXXXXXXX:XXXX. This version provides
an almost limitless pool of unique addresses.

o Advantages: Eliminates address exhaustion, simplifies routing,
enhances security.

2. SUBNETTING AND CIDR NOTATION:

e Subnetting: Subnetting is the practice of dividing a larger IP network into
smaller, more manageable subnetworks. It helps with network organization,
security, and efficient address allocation.

o CIDR (Classless Inter-Domain Routing) Notation: CIDR notation is a
compact way to represent IP address ranges and subnet masks. It uses a
format like "IP_address/Prefix_Length" (e.g., 192.168.1.0/24).
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3. PRIVATE AND PUBLIC IP ADDRESSES:

o Private IP Addresses: These are reserved IP addresses for use within private
networks, not routable on the public internet. Common private IP address
ranges include 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16.

e Public IP Addresses: These are globally unique IP addresses used on the
public internet. Organizations obtain public IP addresses from Internet Service
Providers (ISPs).

2.4. DNS AND DHCP CONCEPTS

Definition: DNS (Domain Name System) and DHCP (Dynamic Host Configuration
Protocol) are crucial services that enable efficient network communication.

1. DNS (DOMAIN NAME SYSTEM):

e Function: DNS is a distributed hierarchical system that translates human-
readable domain names (e.g., www.example.com) into IP addresses (e.g.,
192.0.2.1). It simplifies internet navigation.

e« Components: DNS servers, DNS resolver, top-level domains (TLDs),
authoritative and recursive queries.

e« DNS Records: A records (address resolution), MX records (mail servers),
CNAME records (aliases), etc.

2. DHCP (DYNAMIC HOST CONFIGURATION PROTOCOLY:

e Function: DHCP automates the process of assigning IP addresses, subnet
masks, default gateways, and other network configuration parameters to
devices on a network.

e Lease Periods: DHCP leases are temporary, with assigned IP addresses valid
for a specified lease period.

e Benefits: Simplifies IP address management, reduces manual configuration
efforts.
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Understanding IP addressing, DNS, and DHCP is essential for network analysts as
these concepts are integral to proper network configuration, efficient communication,
and troubleshooting. They play a critical role in ensuring that devices can connect to

the network and access resources seamlessly.
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SESSION 3:
NETWORK COMMUNICATION
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Definition: Data transmission methods determine how data is sent from one device to
another in a network. Understanding these methods is crucial for network analysts to
ensure efficient communication.

1. TGP (TRANSMISSION CONTROL PROTOCOL):

e Function: TCP is a reliable, connection-oriented protocol that guarantees the
delivery of data without errors or loss. It establishes a connection, ensures data
integrity, and manages flow control.

o Features: Three-way handshake, sequence numbers, acknowledgments,
congestion control.
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2. UDP (USER DATAGRAM PROTOCOLY:

e Function: UDP is a connectionless protocol suitable for real-time applications
where speed is critical. It does not guarantee reliability or error-checking like
TCP.

e Use Cases: VolIP, video streaming, online gaming, DNS.

3.2. HOW DATA PACKETS WORK

Definition: Data transmission involves breaking information into packets for efficient
transfer. Understanding how data packets work is fundamental for network analysts.

1. PACKETIZATION:

o Description: Data is divided into smaller packets for transmission. Each packet
includes the payload (data) and header information containing source and
destination addresses, sequencing information, and error-checking data.

« Benefits: Efficient use of network resources, better error handling.

2. PACKET SWITCHING:

e Description: Data packets are sent independently and may follow different
paths to reach their destination. Routers and switches make routing decisions
based on packet headers.

« Advantages: Efficient use of network infrastructure, fault tolerance, scalability.
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3.3. PORTS AND PORT NUMBERS

Definition: Ports and port numbers are essential for communication between devices
on a network. Network analysts must understand their role in data transmission.

1. PORTS:

e Function: Ports are logical endpoints for communication in a device. They allow
multiple applications to share a single IP address by assigning each application
a unique port number.

o Well-Known Ports: Ports with standardized purposes, such as Port 80 for
HTTP, Port 25 for SMTP, and Port 22 for SSH.

2. PORT NUMBERS:

e Range: Port numbers range from 0 to 65,535.

o Categories: Ports are categorized into three ranges: well-known ports (O-
1023), registered ports (1024-49,151), and dynamic or private ports (49,152-
65,535).

e Dynamic Ports: Used for temporary communication sessions.

3.4. NETWORK PROTOCOLS

Definition: Network protocols are sets of rules that devices follow to communicate
effectively. Understanding common network protocols is vital for network analysts.

1. HTTP (HYPERTEXT TRANSFER PROTOCOL):

e Function: HTTP is used for transferring web pages and web-related content
between web servers and browsers.

o Features: Stateless, request-response model, operates over TCP (typically on
Port 80).
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2. FTP (FILE TRANSFER PROTOCOL):

o Function: FTP facilitates file transfers between computers. It provides
commands for uploading, downloading, and managing files and directories.

e Modes: Active and passive modes for data transfer.

3. SMTP (SIMPLE MAIL TRANSFER PROTOCOL):

e Function: SMTP is used for sending and relaying email messages between
email servers. It defines how email clients send messages to servers and how
servers forward emails.

e Features: Text-based messages, attachments, email routing.

4. DNS (DOMAIN NAME SYSTEMD:

e Function: DNS translates human-readable domain names into IP addresses,
simplifying internet navigation.

o Components: DNS servers, resolver, TLDs, authoritative and recursive queries.

Understanding data transmission methods, packetization, ports, and network
protocols is essential for network analysts as these concepts form the basis for
efficient communication and troubleshooting within networks. These principles are
critical for analyzing network traffic and ensuring that data flows smoothly.
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3.5. NETWORK ADDRESS TRANSLATION (NAT) AND PORT FORWARDING

Definition: NAT and port forwarding are techniques used to manage and optimize
network communication, particularly in home and small office networks.

1. NETWORK ADDRESS TRANSLATION (NAT):

e Function: NAT is a technique that allows multiple devices within a local
network to share a single public IP address for internet access. It translates
private IP addresses to the public IP address when data is sent to external
destinations.

o Benefits: IP address conservation, increased security by hiding internal
network structure.

2. PORT FORWARDING:

e Function: Port forwarding is a configuration that directs incoming network
traffic on specific ports to a designated device or service within a local network.
It enables remote access to devices or services behind a NAT router.

e Use Cases: Remote desktop access, online gaming, running a web server.

3.6. NETWORK SECURITY AND ENCRYPTION

Definition: Network security and encryption are critical for protecting data and
ensuring secure communication over networks.

1. ENCRYPTION:

e Function: Encryption transforms data into an unreadable format (ciphertext)
that can only be deciphered with the appropriate decryption key. It ensures
data confidentiality.

e Examples: SSL/TLS for secure web communication, SSH for secure remote

access.
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2. FIREWALLS:

e Function: Firewalls are security devices or software that monitor and control
incoming and outgoing network traffic based on predefined security rules. They
help protect networks from unauthorized access and threats.

o Types: Hardware firewalls, software firewalls, Next-Generation Firewalls
(NGFW).

3. VIRTUAL PRIVATE NETWORKS CVPNS):

e Function: VPNs establish secure, encrypted connections over untrusted
networks (e.g., the internet). They provide privacy and security for data
transmission.

e Use Cases: Remote access to corporate networks, secure browsing, bypassing
geo-restrictions.

3./. TROUBLESHOOTING NETWORK ISSUES

Definition: Troubleshooting is a critical skill for network analysts to identify and resolve
network problems promptly.

1. COMMON NETWORK ISSUES:

e Slow Network: Slow data transfer rates, lag, or high latency.
e Intermittent Connectivity: Periodic network disruptions.

« No Internet Access: Inability to access external websites.

e Hardware Failures: Router, switch, or cable issues.

e Configuration Errors: Incorrect settings or misconfigurations.
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2. TROUBLESHOOTING STEPS:

« Isolate the Problem: Identify the affected devices or network segments.

e Check Physical Connections: Ensure cables, connectors, and devices are
properly connected.

« Ping and Traceroute: Use these commands to test connectivity and trace the
path of data packets.

e Review Logs: Examine logs on network devices for error messages.
e Review Configuration: Verify settings on routers, switches, and firewalls.
o Consider Network Load: High network traffic can cause performance issues.

e Update Firmware/Software: Keep network devices and software up to date.

3.8. SESSION SUMMARY AND Q&A
SUMMARY:

« Recap the key points covered during the session, emphasizing the importance
of network communication fundamentals for network analysts.

e Encourage participants to ask questions and seek clarification on any concepts
discussed.

Understanding network communication concepts, security, and troubleshooting
techniques is essential for network analysts as they play a pivotal role in maintaining
reliable and secure networks. These skills enable analysts to ensure the efficient flow
of data and resolve any issues that may arise during network operations.
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SESSION 4:

4.1. UNDERSTANDING NETWORK SECURITY

Definition: Network security involves implementing measures and practices to protect
a network's integrity, confidentiality, and availability. It is a critical aspect of modern
network management.

1. SECURITY GOALS:

o Confidentiality: Ensuring that sensitive data remains private and is not
accessed by unauthorized individuals.

o Integrity: Maintaining the accuracy and reliability of data by preventing
unauthorized changes.

e Auvailability: Ensuring that network resources and services are consistently
accessible and reliable.
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2. THREATS TO NETWORK SECURITY:

o Malware: Malicious software like viruses, worms, and ransomware that can
infect and disrupt network operations.

e Hackers: Individuals or groups who attempt to gain unauthorized access to a
network for various purposes, including data theft or disruption.

« Phishing: Deceptive techniques used to trick users into revealing sensitive
information like passwords or financial details.

o Distributed Denial of Service (DDoS) Attacks: Overwhelming a network with
traffic to disrupt its normal operation.

« Insider Threats: Security risks posed by individuals within an organization who
have access to network resources.

4.2. NETWORK SECURITY LAYERS

Definition: Network security is implemented through multiple layers, each addressing
specific aspects of security.

1. PERIMETER SECURITY:

e Firewalls: Control incoming and outgoing network traffic based on predefined
security rules.

e Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS):
Monitor network traffic for suspicious activity and take action to block or
mitigate threats.

2. AUTHENTICATION AND ACCESS CONTROL:

o User Authentication: Verifying the identity of users before granting access to
the network.

e Access Control Lists (ACLs): Specify which users or devices can access specific
resources.
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3. DATA ENCRYPTION:

e SSL/TLS: Encrypt data during transmission over the internet, ensuring data
confidentiality.

e VPN (Virtual Private Network): Securely transmit data over untrusted
networks using encryption.

4 NETWORK MONITORING AND LOGGING:

e Network Monitoring Tools: Continuously monitor network traffic and devices
for anomalies.

e Logs: Maintain records of network activities for auditing and troubleshooting.

4.3. SECURITY POLICIES AND BEST PRACTICES

Definition: Security policies and best practices provide guidelines and rules to
safeguard a network. They are crucial for maintaining a secure network environment.

1. PASSWORD POLICIES:

e« Password Complexity: Enforce the use of strong passwords with a
combination of uppercase, lowercase, numbers, and special characters.

« Password Rotation: Require users to change their passwords regularly.

e Multi-Factor Authentication (MFA): Encourage or mandate the use of MFA for
added security.

2. PATCH MANAGEMENT:

e Regular Updates: Keep operating systems and software up to date with
security patches.

e Vulnerability Scanning: Identify and address vulnerabilities in network devices
and software.
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3. EMPLOYEE TRAINING:

e Security Awareness Training: Educate employees about security threats and
safe practices.

e Incident Response: Train staff on how to respond to security incidents.

4 NETWORK SEGMENTATION:

« Segmentation: Divide a network into smaller segments to limit the impact of
breaches and control access.

4 4. THREAT MITIGATION AND INCIDENT RESPONSE

Definition: Threat mitigation involves strategies and actions to minimize the impact of
security threats, while incident response is the process of managing and recovering
from security incidents.

1. THREAT MITIGATION STRATEGIES:

e Antivirus Software: Protect against malware infections.
e Network Segmentation: Limit lateral movement of threats.

e Regular Backups: Ensure data can be restored in case of data loss.

2. INCIDENT RESPONSE PLAN:

e Develop a Plan: Create a documented incident response plan outlining roles
and procedures.

« Incident Classification: Categorize incidents by severity and impact.
o Containment: Isolate affected systems to prevent further damage.

e Analysis: Investigate the incident to determine its cause and scope.
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e Recovery: Restore affected systems and data.

o Documentation: Keep records of the incident and response actions.

4.5. SESSION SUMMARY AND Q&A
SUMMARY:

e Recap the key concepts covered during the session, emphasizing the
importance of network security fundamentals for network analysts.

o Encourage participants to ask questions and seek clarification on any security-
related topics discussed.

Understanding network security principles, implementing security measures, and
having a well-defined incident response plan are essential for network analysts to
protect network assets and maintain network integrity. Network security is an
ongoing process that requires continuous monitoring and adaptation to evolving
threats.
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SESSION 5:
ROUTING ESSENTIALS

0.1. INTRODUCTION TO ROUTING

Definition: Routing is the process of directing data packets from their source to their

destination in a network. It plays a fundamental role in how information flows across
networks.

1. ROUTING BASICS:

o Router: A network device that forwards data packets between different
networks based on routing tables.

e Routing Table: A database that routers use to determine the best path for
forwarding data packets.

e Routing Protocols: Algorithms and rules that routers use to exchange routing
information and make forwarding decisions.
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2. KEY ROUTING CONCEPTS:

« Routing Metrics: Factors used to determine the best path, such as hop count,
bandwidth, or delay.

e« Routing Table Entries: Each entry in a router's routing table includes
destination network addresses and next-hop routers.

0.2. STATIC ROUTING

Definition: Static routing is a routing method where network administrators manually
configure routing entries in routers. It's a simple and efficient way to route data but
lacks flexibility.

1. CONFIGURATION:

o Administrative Configuration: Network administrators define specific routes in
router configurations.

e Routing Table Updates: Static routes do not change automatically; manual
updates are required if network topology changes.

2. USE CASES:

e« Small Networks: Static routing is suitable for small, stable networks with
predictable traffic patterns.

e Security: It can enhance network security by limiting the paths that data can
take.
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6.3. DYNAMIC ROUTING

Definition: Dynamic routing is a routing method where routers exchange routing
information with neighboring routers, allowing them to adapt to network changes
automatically.

1. DYNAMIC ROUTING PROTOCOLS:

o Examples: RIP (Routing Information Protocol), OSPF (Open Shortest Path First),
EIGRP (Enhanced Interior Gateway Routing Protocol), BGP (Border Gateway
Protocol).

e Characteristics: These protocols automatically update routing tables in
response to network changes.

2. ADVANTAGES OF DYNAMIC ROUTING:

e Automatic Adaptation: Dynamic routing responds to network topology
changes, making it suitable for large and complex networks.

o Efficiency: It selects the best path based on real-time network conditions.

0.4. INTERIOR VS. EXTERIOR ROUTING

Definition: Routing protocols are categorized into interior and exterior routing based
on their scope and purpose.

1. INTERIOR ROUTING PROTOCOLS (IGPS):

e Scope: IGPs are used within an autonomous system (AS) or a single
organization's network.

e Examples: OSPF, RIP, EIGRP.

e Use Cases: Routing within a corporate LAN or data center.
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2. EXTERIOR ROUTING PROTOCOLS (EGPS):

e Scope: EGPs are used to exchange routing information between autonomous
systems on the internet.

o Examples: BGP.

e Use Cases: Routing between different organizations' networks or internet
service providers.

0.5. ROUTING METRICS AND PATH SELECTION

Definition: Routing metrics are criteria used to determine the best path for routing
data. Different routing protocols use various metrics.

1. COMMON ROUTING METRICS:

e Hop Count: The number of routers or network segments a packet must traverse
to reach its destination.

e Bandwidth: The available capacity of a network link.
o Delay: The time it takes for a packet to traverse a link.
e Reliability: A measure of link stability and error rate.

e Cost: A value assigned to a link, where lower values indicate better paths.

2. PATH SELECTION ALGORITHMS:

e Shortest Path First (SPF): Used by OSPF and IS-IS to find the path with the
lowest total metric.

« Bellman-Ford Algorithm: Used by RIP to determine the best path based on hop
count.
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Understanding routing essentials, including static and dynamic routing, the distinction
between interior and exterior routing, routing metrics, and path selection, is vital for
network analysts. Routing is a critical aspect of network design and maintenance, as
it determines how data packets are directed through a network.

0.6. ROUTING PROTOCOLS IN DETAIL

Definition: Understanding specific routing protocols and their characteristics is
essential for network analysts as they determine how routers exchange routing
information and make forwarding decisions.

1. RIP (ROUTING INFORMATION PROTOCOL):

e Characteristics: RIP is a distance-vector routing protocol. It uses hop count as
its routing metric and is suitable for small to medium-sized networks.

e Updates: RIP routers send periodic routing updates to neighboring routers.

e Limitations: Limited to a maximum hop count of 15, making it less suitable for
large networks.

2. OSPF (OPEN SHORTEST PATH FIRST):

e Characteristics: OSPF is a link-state routing protocol. It calculates routes based
on the lowest cost path (shortest path).

e Features: Supports hierarchical network design with areas, provides route
redundancy, and scales well.

o Convergence: OSPF routers exchange link-state advertisements (LSAs) to
build a detailed map of the network.
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3. EIGRP (ENHANCED INTERIOR GATEWAY ROUTING PROTOCOLY:

e Characteristics: EIGRP is a hybrid routing protocol that combines features of
distance-vector and link-state protocols.

o Features: Supports automatic summarization, route redistribution, and rapid
convergence.

e Advantages: EIGRP is known for its fast convergence and efficient use of
network resources.

4.BGP (BORDER GATEWAY PROTOCOL):

e Characteristics: BGP is an exterior routing protocol used for routing between
autonomous systems (ASes) on the internet.

e Policy-Based Routing: BGP uses policy rules to make routing decisions,
allowing for complex routing policies.

o Attributes: BGP routers exchange information about routes and their
attributes.

0./. STATIC VS. DYNAMIC ROUTING COMPARISON
COMPARISON:

e Static Routing:

« Advantages: Simplicity, control over routing decisions, suitable for small
networks.

o Disadvantages: Lack of adaptability to network changes, manual
configuration.

e Dynamic Routing:

« Advantages: Automatic adaptation to network changes, scalability,
efficient resource utilization.

o Disadvantages: Complexity, potential for routing loops (mitigated by
routing algorithms).
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CHOOSING BETWEEN STATIC AND DYNAMIC ROUTING:

e Static Routing: Useful for small, stable networks where changes are infrequent
and predictable.

« Dynamic Routing: Ideal for larger, dynamic networks that require automatic
adaptation to topology changes.

5.8. ROUTING TROUBLESHOGTING AND BEST PRACTIGES
TROUBLESHOOTING:

e Tools: Utilize network diagnostic tools like ping, traceroute, and network
monitoring software.

o Logs: Review router logs for error messages and routing-related issues.

« Topology Changes: Investigate recent network changes or events that may
affect routing.

BEST PRACTICES:

e Regular Updates: Keep router firmware and routing protocols up to date.

e Documentation: Maintain detailed network documentation, including routing
configurations.

e Redundancy: Implement redundant paths and backup routes for critical
network segments.
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0.9. SESSION SUMMARY AND Q&A
SUMMARY:

e Recap the key concepts covered during the session, emphasizing the
importance of routing essentials for network analysts.

e Encourage participants to ask questions and seek clarification on routing-
related topics discussed.

Understanding routing protocols, their characteristics, and the choice between static
and dynamic routing is crucial for network analysts as they are responsible for
designing, configuring, and maintaining network routing. Routing determines how
data is directed through networks, making it a fundamental aspect of network
operations.
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SESSION 6:
SWITCHING AND VLANS

6.1. INTRODUCTION TO SWITCHING

Definition: Switching is the process of forwarding data frames within a local area
network (LAN) based on the MAC (Media Access Control) addresses of devices.

1. SWITCH BASICS:

e Switch: A network device that operates at the data link layer (Layer 2) of the
OSI model.

e« MAC Address: A unique identifier assigned to network interfaces in devices.
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2. KEY SWITCHING CONCEPTS:

e MAC Address Table: A database in a switch that associates MAC addresses
with the corresponding switch ports.

e Frame Forwarding: Switches use the MAC address table to determine which
port to forward data frames to.

6.2. UNMANAGED VS. MANAGED SWITCHES
COMPARISON:

« Unmanaged Switch:
e Features: Basic switching functionality, no configuration options.

e Use Cases: Home networks, small businesses with simple network
needs.

« Managed Switch:

e Features: Configuration options, VLAN support, advanced features like
Quality of Service (QoS) and Link Aggregation.

e Use Cases: Enterprise networks, large-scale deployments, networks
with specific requirements.

6.3. VIRTUAL LANS (VLANS)

Definition: Virtual LANs (VLANs) are a method of logically segmenting a physical
network into multiple isolated broadcast domains.

1. VLAN BASICS:

e Purpose: VLANs are used to improve network efficiency, security, and
management.

e Segmentation: Devices in the same VLAN can communicate as if they are on
the same physical network.
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2. BENEFITS OF VLANS:

e Security: Isolation of sensitive data or user groups.
e Broadcast Control: Reducing broadcast traffic and network congestion.

« Flexibility: Easier network management and scalability.

6.4. VLAN CONFIGURATION AND TRUNKING
CONFIGURATION:

e VLAN Assignment: Assign specific ports or groups of ports to VLANS.

« VLAN Tagging: For inter-switch communication, VLAN tags are added to
frames to indicate their VLAN membership.

e Trunk Ports: Trunk ports carry traffic for multiple VLANs and are used to
connect switches together.

VLAN TRUNKING:

e Interconnecting Switches: Trunk ports connect switches to allow the exchange
of VLAN-tagged frames.

e VLAN Trunking Protocols: Common protocols include IEEE 802.1Q (dot1Q) and
ISL (Inter-Switch Link).

6.5. BENEFITS AND USE CASES OF VLANS

Benefits:

e Network Segmentation: Isolating network traffic for security and performance.

e Broadcast Domain Control: Reducing broadcast traffic and improving network
efficiency.

o Improved Management: Easier administration and maintenance of complex
networks.

o Flexibility: Adapting network configurations to changing requirements.
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USE CASES:

o Departmental Segmentation: Isolating departments within an organization for
security and management purposes.

e Guest Networks: Creating isolated networks for guest access without
compromising internal security.

e Voice and Data Separation: Separating VolP (Voice over IP) and data traffic
for quality and security.

e loT Devices: Isolating loT (Internet of Things) devices to prevent them from
impacting critical network resources.

6.6. TROUBLESHOOTING SWITCHING AND VLAN ISSUES
TROUBLESHOOTING:

« Connectivity Issues: Investigate physical connections, link status, and VLAN
configurations.

e VLAN Misconfiguration: Verify VLAN assignments and VLAN tagging on trunk
ports.

e Broadcast Storms: Monitor network traffic for excessive broadcasts that can
cause network slowdowns.

e MAC Address Table: Review and clear the MAC address table if needed.

BEST PRACTICES:

e Documentation: Maintain accurate records of VLAN assignments and switch
configurations.

e Regular Auditing: Periodically review VLAN configurations to ensure they
match network requirements.

o Testing: Use network diagnostic tools like ping and traceroute to identify
connectivity issues.
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6.7. SESSION SUMMARY AND Q&A
SUMMARY:

e Recap the key concepts covered during the session, emphasizing the
importance of switching and VLANSs for network analysts.

e Encourage participants to ask questions and seek clarification on switching
and VLAN-related topics discussed.

Understanding switching, VLAN configuration, and troubleshooting procedures is
crucial for network analysts as they are responsible for managing and optimizing local
area networks. These skills are essential for maintaining network efficiency and
security in organizations of all.
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SESSION 7:
NETWORK ANALYSIS TOOLS

7.1.INTRODUCTION TO NETWORK ANALYSIS TOOLS

Definition: Network analysis tools are software and hardware utilities that network
analysts use to monitor, diagnose, and optimize network performance.

1. PURPOSE OF NETWORK ANALYSIS TOOLS:

e Monitoring: Real-time tracking of network traffic and device status.
e Troubleshooting: Identifying and resolving network issues.

e Security: Detecting and mitigating security threats and vulnerabilities.

SkillWeed -



Network Foundation Program

2. TYPES OF NETWORK ANALYSIS TOOLS:

e Packet Analyzers (Packet Sniffers): Capture and analyze network packets to
inspect data flow.

e Network Performance Monitoring Tools: Continuously monitor network
performance metrics.

e Network Scanners: Identify devices and services on a network.
e Vulnerability Scanners: Assess network vulnerabilities.
« Logging and Event Management Tools: Collect and analyze network logs.

o Bandwidth Management Tools: Control and optimize bandwidth usage.

7.2. PACKET ANALYSIS WITH WIRESHARK
WIRESHARK:

e Description: Wireshark is a popular open-source packet analyzer used to
capture and analyze network traffic.

o Features: Wireshark provides detailed packet inspection, filtering, and protocol
analysis capabilities.

« Use Cases: Troubleshooting network issues, detecting security threats, and
analyzing network performance.

PACKET ANALYSIS STEPS:

o Capture Packets: Select the network interface to capture traffic.
o Filter Packets: Apply filters to focus on specific protocols or traffic.
e Inspect Packets: Analyze packet details, including headers and payload.

o Identify Issues: Use Wireshark's tools to identify network problems.
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71.3. NETWORK PERFORMANCE MONITORING
NETWORK PERFORMANCE MONITORING TOOLS:

e Purpose: Continuously monitor network performance metrics such as
bandwidth utilization, latency, and packet loss.

e Benefits: Proactively identify and address performance issues before they
impact users.

o Examples: SolarWinds, PRTG Network Monitor, Nagios.

DASHBOARD AND ALERTS:

e Dashboard: Provides real-time insights into network health.

o Alerts: Trigger notifications when predefined thresholds are breached.

7.4. NETWORK SCANNING AND DISCOVERY
NETWORK SCANNING TOOLS:

e Purpose: Identify devices, services, and open ports on a network.
o Examples: Nmap, Angry IP Scanner, Advanced IP Scanner.

« Techniques: Ping sweeps, port scans, operating system detection.

DISCOVERY AND MAPPING:

e Topology Mapping: Create visual representations of the network's structure.

e Asset Inventory: Maintain an inventory of network devices and their
configurations.
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7.5. VULNERABILITY SCANNING
VULNERABILITY SCANNERS:

e Purpose: Identify vulnerabilities and security weaknesses in network devices
and software.

« Examples: Nessus, OpenVAS, Qualys.

e Scanning Techniques: Active and passive scanning.

SCANNING REPORTS:

o Results: Detailed reports on identified vulnerabilities.

o Severity Levels: Classify vulnerabilities based on theirimpact and exploitability.

7.6. LOGGING AND EVENT MANAGEMENT
LOGGING TOOLS:

e Purpose: Collect and store logs generated by network devices and applications.
o Examples: Splunk, ELK Stack (Elasticsearch, Logstash, Kibana), syslog-ng.

e Log Sources: Routers, switches, firewalls, servers, security appliances.

EVENT CORRELATION AND ANALYSIS:

o Correlation: Identify patterns and anomalies in log data.

o Alerting: Generate alerts for suspicious or critical events.
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7.7.BEST PRACTICES FOR NETWORK ANALYSIS TOOLS
BEST PRACTICES:

e Tool Selection: Choose the right tools for specific tasks and network
environments.

e« Documentation: Maintain documentation of tool configurations and
procedures.

o Regular Updates: Keep analysis tools and their databases up to date.

e Training: Provide training to network analysts on the proper use of tools.

7.8. SESSION SUMMARY AND Q&A
SUMMARY:

e Recap the key concepts covered during the session, emphasizing the
importance of network analysis tools for network analysts.

e Encourage participants to ask questions and seek clarification on network
analysis tool-related topics discussed.

Understanding and effectively utilizing network analysis tools is essential for network
analysts to monitor network performance, troubleshoot issues, enhance security, and
maintain a well-functioning network environment. These tools provide valuable
insights into network operations and help ensure optimal network functionality.
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SESSION 8:
CAREER PATH AND FUTURE TRENDS

8.1. EXPLORING A CAREER IN NETWORK ANALYSIS
INTRODUCTION:

o Definition: Network analysis involves monitoring and optimizing network
performance, ensuring security, and troubleshooting issues.

e Roles: Network Analyst, Network Administrator, Network Engineer, Network
Security Specialist.

CAREER BENEFITS:

« High Demand: Businesses rely on networks, driving demand for skilled
professionals.

o Diverse Opportunities: Opportunities exist in various industries, from IT to
healthcare and finance.

e Continuous Learning: Evolving technologies keep the role dynamic and
engaging.
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8.2. ESSENTIAL SKILLS FOR NETWORK ANALYSTS
KEY SKILLS:

e Networking Fundamentals: Understanding of protocols, topologies, and
network models.

« Troubleshooting: Ability to diagnose and resolve network issues.

e Security Knowledge: Awareness of network security principles and best
practices.

e Analytical Thinking: Critical thinking to analyze network data and identify
patterns.

e Communication: Effective communication for collaborating with teams and
conveying technical information.

CERTIFICATIONS:

e CompTIA Network+: Entry-level certification covering networking basics.
e Cisco CCNA: Focusing on Cisco networking technologies.

o Certified Information Systems Security Professional (CISSP): For network
security professionals.

8.3. BUILDING YOUR NETWORK ANALYST CAREER
CAREER PROGRESSION:

e Entry-Level Analyst: Start with junior roles to gain hands-on experience.
e Network Administrator: Manage and maintain network infrastructure.
e Network Engineer: Design and implement complex network solutions.

o Network Security Specialist: Focus on securing networks from threats.
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CONTINUOUS LEARNING:

e Certifications: Pursue advanced certifications like CCNP (Cisco Certified
Network Professional) or Certified Ethical Hacker (CEH).

e Higher Education: Consider a bachelor's or master's degree in network
engineering or cybersecurity for career advancement.

8.4. EMERGING TRENDS IN NETWORK ANALYSIS
FUTURE TRENDS:

e 5G Networks: The rollout of 5G technology will require network analysts to
adapt to faster and more complex networks.

e loT (Internet of Things): The proliferation of loT devices will create new
challenges for network management and security.

e SD-WAN (Software-Defined Wide Area Network): SD-WAN technology is
changing how wide area networks are managed and optimized.

e Cloud Networking: The shift to cloud-based services necessitates expertise in
managing cloud networks.

« Al and Automation: Artificial intelligence and automation tools are increasingly
used for network management tasks.

8.9. NETWORKING IN A REMOTE WORK ERA
REMOTE WORK IMPACT:

e Increased Demand: The shift to remote work has increased the importance of
reliable and secure networks.

e Challenges: Managing remote network access and ensuring data security are
ongoing challenges.

e Adaptation: Network analysts must adapt to support remote work
infrastructure and technologies.
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8.6. NETWORKING PROFESSIONAL ORGANIZATIONS AND NETWORKING
COMMUNITIES

NETWORKING ORGANIZATIONS:

o (ISC)2 Offers certifications and resources for security professionals.
o CompTIA: Provides networking certifications and educational materials.

e Cisco Networking Academy: Offers training and resources for Cisco
technologies.

ONLINE COMMUNITIES:

» Reddit's r/networking: A forum for networking professionals to discuss topics
and seek advice.

e Spiceworks Community: A community for IT professionals, including network
analysts.

e Linkedin Groups: Join relevant networking groups for networking
professionals.

8.7. SESSION SUMMARY AND Q&A
SUMMARY:

e Recap the key concepts covered during the session, including career paths,
essential skills, emerging trends, and networking communities.

e Encourage participants to ask questions and seek advice regarding their
network analyst careers and future developments in the field.

A career in network analysis offers a promising future with opportunities for growth,
especially as technology continues to evolve. Staying updated on emerging trends
and continuously improving skills will be crucial for success in this dynamic field.
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