
   

       

 

 

 1  

IT AUDIT FUNDAMENTALS 

     

 

 

 

 

 

      

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



   

       

 

 

 2  

IT AUDIT FUNDAMENTALS 

Table of Contents 
AUDIT ANNOUNCEMENT ...................................................................................................................... 3 

WORKPLAN TEMPLATE FOR LOGICAL ACCESS CONTROL ....................................................... 8 

SUMMARY OF FINDINGS FOR EACH OF THE  AUDIT AREAS YOU MENTIONED .................. 9 

REMEDIATION PLAN ............................................................................................................................ 13 

AUDIT TESTING ..................................................................................................................................... 21 

IT OPERATIONS - BACKUP AND RECOVERY ............................................................................... 39 

 

 

  



   

       

 

 

 3  

IT AUDIT FUNDAMENTALS 

Audit Announcement 

 

[Your Company Letterhead] 

[Date] 

To: All Employees From: [Your Name], Chief Audit Executive Subject: Announcement 
of SOX 404 Audit and Audit Timeline 

Dear Team, 

I hope this message finds you well. We are pleased to announce the upcoming 
Sarbanes-Oxley Act (SOX) Section 404 audit at [Your Company Name]. This audit 
aims to evaluate and assess the effectiveness of our internal controls, specifically 
focusing on the IT General Controls (ITGC), Logical Access, New User Testing, 
Terminated User Testing, Transfer Testing, Security Parameters, Physical Security 
Walkthrough, Change Management, Job Scheduling, Backup and Recovery, and 
Problem and Incident Management processes. 

The audit is an essential part of our commitment to maintaining the highest standards 
of corporate governance and compliance. It ensures that our internal controls are 
robust, dependable, and capable of safeguarding the integrity of our financial 
reporting. 
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Audit Timeline: 

• Walkthrough Phase: Starting [Start Date], we will conduct walkthroughs of 
the specified processes over the course of two weeks to gain an understanding 
of the controls in place. 

• Testing Phase: Following the walkthroughs, we will proceed to the testing 
phase for each of the specified processes, commencing on [Testing Start Date]. 
This phase will also span two weeks. 

During the testing phase, we will evaluate the effectiveness of controls and assess 
their compliance with regulatory requirements. Our team of auditors will be working 
closely with key process owners and stakeholders to ensure a comprehensive and 
accurate evaluation. 

We request your full cooperation and transparency during the audit. We may seek 
additional information or documentation as required to complete our assessments. 
Your involvement is crucial in helping us achieve the objectives of this audit efficiently 
and effectively. 

Please be assured that all audit procedures will be carried out with the utmost 
professionalism and confidentiality. The results of this audit will be used to improve 
our internal controls and ensure the reliability of our financial reporting. 

We appreciate your continued commitment to upholding the highest standards of 
compliance and corporate governance at [Your Company Name]. If you have any 
questions or concerns regarding the audit, please do not hesitate to contact [Audit 
Contact Name], our Audit Manager, at [Audit Contact Email]. 

Thank you for your cooperation, and we look forward to a successful audit. 

Sincerely, 

[Your Name] Chief Audit Executive [Your Company Name] 
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1. Audit Objective and Scope 

Objective: The primary objective of this audit is to assess the effectiveness and 
compliance of [Audited Area] within [Organization] with relevant regulations, 
standards, and internal policies. 

Scope: This audit will cover the [Specific Audit Area] and related processes within 
[Organization]. It will encompass [List of Processes, Systems, or Functions to be 
Audited] and will focus on evaluating controls, risks, and adherence to established 
policies. 
 

2. Audit Planning 

2.1 Preliminary Planning: 

• Identify key stakeholders and their roles. 

• Establish the audit team and their responsibilities. 

• Conduct an initial risk assessment. 

• Determine the audit period and timeline. 

2.2 Detailed Planning: 

• Develop a comprehensive audit plan outlining the audit objectives, scope, 
criteria, and methodology. 

• Review relevant regulations, standards, and internal policies. 

• Define the audit procedures and testing methodologies. 

• Identify key control objectives and criteria. 

• Establish a communication plan to keep stakeholders informed throughout the 
audit process. 

 

3. Risk Assessment 
• Identify and assess potential risks associated with the audited area. 

• Prioritize risks based on their impact and likelihood. 

• Use risk assessment results to determine the focus areas for testing and 
evaluation. 
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4. Data Collection and Documentation 

4.1 Data Gathering: 

• Collect relevant documents, records, and data. 

• Interview key personnel to gather information about processes, controls, and 
risks. 

 

4.2 Documentation: 

• Maintain thorough documentation of all audit activities, including notes, 
evidence, and findings. 

• Create working papers to support audit conclusions. 

 

5. Testing and Evaluation 

5.1 Control Testing: 

• Perform testing of controls to assess their effectiveness. 

• Test compliance with policies, procedures, and regulations. 

• Evaluate the design and operating effectiveness of controls. 

5.2 Substantive Testing: 

• Perform substantive testing to assess the accuracy and completeness of data 
and transactions. 

• Verify financial and non-financial information. 

 

6. Data Analysis 
• Use data analysis techniques to identify anomalies, trends, or patterns. 

• Perform data mining and data validation as applicable. 
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7. Reporting 

7.1 Preliminary Findings: 

• Share preliminary findings and observations with key stakeholders. 

• Allow for input and clarification from the auditee. 

7.2 Final Report: 

• Prepare a comprehensive audit report that includes: 

• Executive summary. 

• Audit objectives and scope. 

• Detailed findings, including control weaknesses and non-compliance 
issues. 

• Recommendations for improvement. 

• Management's response and action plan. 

• Conclusion and opinion. 

 

8. Follow-Up 
• Monitor and track the implementation of corrective actions by management. 

• Ensure that the identified issues are resolved and controls are strengthened. 
 

9. Closure 
• Close the audit engagement and archive all relevant documentation. 

• Conduct a post-audit review to evaluate the effectiveness of the audit process 
and identify areas for improvement. 

 

10. Continuous Improvement 
• Incorporate lessons learned from the audit into future audit methodologies and 

approaches. 

• Continuously update and enhance the audit process to align with changing 
organizational needs and industry best practices.  
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Workplan Template for Logical Access Control 
Control Name: Logical Access Control 

Audit Objective: To assess the effectiveness of logical access controls to safeguard 
data and systems. 

Audit Scope: The audit will cover the logical access controls for [List of 
Systems/Platforms/Applications]. 

 

Workplan Timeline : 

Task 
No. 

Task Description Responsible Start 
Date 

End 
Date 

1 Preliminary Planning Audit Team [Date] [Date] 

2 Risk Assessment and Control Objectives 
Definition 

Audit Team [Date] [Date] 

3 Data Collection (Access Policies, User Lists, 
etc.) 

Auditor [Date] [Date] 

4 Control Testing (User Access Reviews, 
Permissions, etc.) 

Auditor [Date] [Date] 

5 Substantive Testing (Access Log Analysis, 
etc.) 

Auditor [Date] [Date] 

6 Data Analysis (Anomaly Identification, etc.) Auditor [Date] [Date] 

7 Reporting (Preliminary Findings and Final 
Report) 

Auditor [Date] [Date] 

8 Follow-Up (Corrective Action Tracking) Auditor [Date] [Date] 

9 Audit Closure and Continuous Improvement Audit Team [Date] [Date] 
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Summary of findings for each of the  
audit areas you mentioned 

 

1. Logical Access - New User Testing: 

Audit Objective: To assess the effectiveness of controls related to the onboarding of 
new users. 

Summary of Findings: 

• Finding 1: Inconsistent User Account Creation Process 

• Several instances were identified where user accounts were created 
without following the established procedures. 

• Recommendation: Implement a standardized process for creating user 
accounts, including the required approvals and documentation. 
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• Finding 2: Insufficient User Training 

• New users did not receive adequate training on security policies and best 
practices. 

• Recommendation: Enhance user training programs to ensure all users 
are well-informed about security policies and their responsibilities. 

 

2. Logical Access - Terminated User Testing: 

Audit Objective: To verify the removal of access for terminated employees. 

Summary of Findings: 

• Finding 1: Delayed Access Removal 

• Access for some terminated employees was not promptly revoked, 
leaving systems and data vulnerable. 

• Recommendation: Implement a more timely process for revoking access 
upon employee termination. 

• Finding 2: Incomplete Termination Documentation 

• Some terminated employees' access revocation was not adequately 
documented. 

• Recommendation: Enhance documentation procedures to ensure 
complete and accurate records of access revocation. 

 

3. Logical Access - Transfer Testing: 

Audit Objective: To assess the controls in place for user access transfers. 

Summary of Findings: 

• Finding 1: Inadequate Access Review during Transfers 

• Access permissions were not adequately reviewed when users were 
transferred to new roles, resulting in excessive or inappropriate access. 
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• Recommendation: Establish a comprehensive access review process 
during user transfers to ensure access aligns with job roles. 

• Finding 2: Lack of Timely Access Updates 

• Changes in user access during transfers were not always implemented 
promptly, causing access discrepancies. 

• Recommendation: Implement a system to ensure timely updates of 
access permissions during user transfers. 

 

4. Change Management: 

Audit Objective: To evaluate the effectiveness of change management processes. 

Summary of Findings: 

• Finding 1: Incomplete Change Documentation 

• Some changes to systems and applications were not adequately 
documented, making it challenging to track and assess their impact. 

• Recommendation: Enhance the change documentation process to 
ensure completeness. 

• Finding 2: Lack of Change Testing 

• Certain changes were implemented without undergoing sufficient 
testing, leading to unexpected issues. 

• Recommendation: Implement a rigorous change testing procedure to 
identify and address potential problems before deployment. 
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5. Backup and Recovery: 

Audit Objective: To assess the adequacy of data backup and recovery processes. 

Summary of Findings: 

• Finding 1: Irregular Backup Schedules 

• Backup schedules were inconsistent, potentially resulting in data loss 
during system failures. 

• Recommendation: Establish and adhere to regular backup schedules to 
ensure data availability. 

• Finding 2: Incomplete Data Recovery Testing 

• Data recovery procedures were not tested comprehensively, increasing 
the risk of data loss in case of disasters. 

• Recommendation: Conduct regular data recovery tests to verify the 
effectiveness of the recovery process. 
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REMEDIATION PLAN 

 

Remediation Plan for Logical Access - New User Testing: 

1. Finding 1 - Inconsistent User Account Creation Process: 

• Remediation Action: Develop and implement a standardized user 
account creation process that includes documented procedures, 
required approvals, and clear responsibilities. 

• Timeline: Complete within [Specify Timeline]. 

• Responsible Party: [Specify Responsible Department or Team]. 

2. Finding 2 - Insufficient User Training: 

• Remediation Action: Enhance user training programs to include 
comprehensive information on security policies, data protection, and 
user responsibilities. 

• Timeline: Initiate training improvements within [Specify Timeline]. 

• Responsible Party: [Specify Responsible Department or Team]. 
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Remediation Plan for Logical Access - Terminated User Testing: 

1. Finding 1 - Delayed Access Removal: 

• Remediation Action: Implement a more efficient process for revoking 
access upon employee termination, including automated access 
removal triggers. 

• Timeline: Complete process enhancements within [Specify Timeline]. 

• Responsible Party: [Specify Responsible Department or Team]. 

2. Finding 2 - Incomplete Termination Documentation: 

• Remediation Action: Enhance documentation procedures to ensure 
complete and accurate records of access revocation, including a 
checklist for access removal. 

• Timeline: Update documentation procedures within [Specify Timeline]. 

• Responsible Party: [Specify Responsible Department or Team]. 

 

Remediation Plan for Logical Access - Transfer Testing: 

1. Finding 1 - Inadequate Access Review during Transfers: 

• Remediation Action: Establish a comprehensive access review process 
during user transfers, including role-based access assessments. 

• Timeline: Implement access review enhancements within [Specify 
Timeline]. 

• Responsible Party: [Specify Responsible Department or Team]. 

2. Finding 2 - Lack of Timely Access Updates: 

• Remediation Action: Implement a system for real-time updates of 
access permissions during user transfers, with clear responsibilities and 
monitoring. 

• Timeline: Roll out access update system within [Specify Timeline]. 

• Responsible Party: [Specify Responsible Department or Team]. 
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Remediation Plan for Change Management: 

1. Finding 1 - Incomplete Change Documentation: 

• Remediation Action: Enhance the change documentation process to 
ensure all changes are adequately documented, including impact 
assessments. 

• Timeline: Revise change documentation procedures within [Specify 
Timeline]. 

• Responsible Party: [Specify Responsible Department or Team]. 

2. Finding 2 - Lack of Change Testing: 

• Remediation Action: Implement a robust change testing procedure to 
identify and address potential issues before deployment, including 
comprehensive test plans. 

• Timeline: Establish change testing procedures within [Specify Timeline]. 

• Responsible Party: [Specify Responsible Department or Team]. 

 

Remediation Plan for Backup and Recovery: 

1. Finding 1 - Irregular Backup Schedules: 

• Remediation Action: Establish and adhere to regular backup 
schedules, ensuring data is backed up at specified intervals. 

• Timeline: Implement regular backup schedules within [Specify 
Timeline]. 

• Responsible Party: [Specify Responsible Department or Team]. 

2. Finding 2 - Incomplete Data Recovery Testing: 

• Remediation Action: Conduct regular data recovery tests to verify the 
effectiveness of the recovery process and address any issues. 

• Timeline: Initiate data recovery testing within [Specify Timeline]. 

• Responsible Party: [Specify Responsible Department or Team]. 
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Each remediation action should include clear timelines, responsible parties, and a 
plan for monitoring progress. The responsible parties should ensure that the 
recommended actions are carried out effectively to address the identified audit 
findings. 

 

Remediation Plan for Logical Access - New User Testing: 

Finding 
No. 

Finding 
Description 

Remediation Action Timeline Responsible 
Party 

1 Inconsistent 
User 
Account 
Creation 
Process 

Develop and implement 
a standardized user 
account creation 
process including 
documented 
procedures, required 
approvals, and clear 
responsibilities. 

[Specify 
Timeline] 

[Specify 
Responsible 
Department 
or Team] 

2 Insufficient 
User 
Training 

Enhance user training 
programs to include 
comprehensive 
information on security 
policies, data 
protection, and user 
responsibilities. 

Initiate training 
improvements 
within [Specify 
Timeline] 

[Specify 
Responsible 
Department 
or Team] 
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Remediation Plan for Logical Access - Terminated User Testing: 

Finding 
No. 

Finding 
Description 

Remediation Action Timeline Responsible 
Party 

1 Delayed 
Access 
Removal 

Implement a more 
efficient process for 
revoking access 
upon employee 
termination, 
including automated 
access removal 
triggers. 

Complete 
process 
enhancements 
within [Specify 
Timeline] 

[Specify 
Responsible 
Department 
or Team] 

2 Incomplete 
Termination 
Documentation 

Enhance 
documentation 
procedures to ensure 
complete and 
accurate records of 
access revocation, 
including a checklist 
for access removal. 

Update 
documentation 
procedures 
within [Specify 
Timeline] 

[Specify 
Responsible 
Department 
or Team] 
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Remediation Plan for Logical Access - Transfer Testing: 

Finding 
No. 

Finding 
Description 

Remediation Action Timeline Responsible 
Party 

1 Inadequate 
Access 
Review 
during 
Transfers 

Establish a 
comprehensive access 
review process during 
user transfers, 
including role-based 
access assessments. 

Implement 
access review 
enhancements 
within [Specify 
Timeline] 

[Specify 
Responsible 
Department 
or Team] 

2 Lack of 
Timely 
Access 
Updates 

Implement a system 
for real-time updates 
of access permissions 
during user transfers, 
with clear 
responsibilities and 
monitoring. 

Roll out access 
update system 
within [Specify 
Timeline] 

[Specify 
Responsible 
Department 
or Team] 
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Remediation Plan for Change Management: 

Finding 
No. 

Finding 
Description 

Remediation Action Timeline Responsible 
Party 

1 Incomplete 
Change 
Documentation 

Enhance the change 
documentation 
process to ensure all 
changes are 
adequately 
documented, 
including impact 
assessments. 

Revise change 
documentation 
procedures 
within [Specify 
Timeline] 

[Specify 
Responsible 
Department 
or Team] 

2 Lack of 
Change 
Testing 

Implement a robust 
change testing 
procedure to identify 
and address 
potential issues 
before deployment, 
including 
comprehensive test 
plans. 

Establish 
change testing 
procedures 
within [Specify 
Timeline] 

[Specify 
Responsible 
Department 
or Team] 
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Remediation Plan for Backup and Recovery: 

Finding 
No. 

Finding 
Description 

Remediation Action Timeline Responsible 
Party 

1 Irregular 
Backup 
Schedules 

Establish and adhere 
to regular backup 
schedules, ensuring 
data is backed up at 
specified intervals. 

Implement 
regular backup 
schedules 
within [Specify 
Timeline] 

[Specify 
Responsible 
Department or 
Team] 

2 Incomplete 
Data 
Recovery 
Testing 

Conduct regular data 
recovery tests to 
verify the 
effectiveness of the 
recovery process and 
address any issues. 

Initiate data 
recovery 
testing within 
[Specify 
Timeline] 

[Specify 
Responsible 
Department or 
Team] 

 

Each remediation action is specified with clear timelines and responsible parties. The 
responsible parties should ensure the recommended actions are carried out 
effectively to address the identified audit findings. 
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Audit Testing 

 

Exercise: Logical Access Transfer Testing 

Scenario: You are the security administrator at "Skillweed Academy Inc." Your 
organization has a list of employees who are transferring to new departments or 
positions within the company. Your task is to verify that each transferring 
employee's access permissions are updated accurately to reflect their new roles. 

 

List of Employees Transferring: 

1. Alice Johnson - Marketing to Sales 

2. Bob Smith - IT Support to R&D 

3. Carol Davis - Finance to HR 

4. David Brown - HR to Marketing 

5. Emily White - Sales to IT Support 

6. Frank Wilson - R&D to Finance 
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Access Levels: 

• Administrator: Full access to all resources, including sensitive data. 

• Manager: Access to department-specific resources and limited access to 
sensitive data. 

• Employee: Access to department-specific resources only. 

 

Steps for Logical Access Transfer Testing: 

1. Review Transfer Requests: 

• Review the transfer requests for each employee to determine their new 
job roles. 

• Ensure that the access requested aligns with their new roles and 
responsibilities. 

2. Verify User Accounts: 

• Confirm that the user accounts for transferring employees have been 
updated with their new job roles. 

3. Assign Updated Access Levels: 

• Assign the appropriate updated access levels to each transferring 
employee based on their new roles: 

• Alice Johnson (Sales): Employee 

• Bob Smith (R&D): Employee 

• Carol Davis (HR): Employee 

• David Brown (Marketing): Employee 

• Emily White (IT Support): Employee 

• Frank Wilson (Finance): Employee 
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4. Test Access: 

• Log in to the company's resources (e.g., file shares, databases, 
applications) with each transferring employee's credentials. 

• Verify that each employee can access the resources relevant to their 
new job roles. 

• Ensure that employees cannot access resources from their previous job 
roles. 

5. Document Findings: 

• Document the results of your testing, including any issues or 
discrepancies you find. 

• Note down any corrective actions needed to address access issues. 

6. Reporting: 

• Generate a report summarizing your findings and actions taken. 

• Provide this report to the appropriate stakeholders, including IT, HR, 
and department managers. 

7. Remediation: 

• Work with the IT team to resolve any access issues. 

• Ensure that transferring employees have the correct updated access 
permissions within the system. 

8. Re-testing: 

• Conduct a follow-up test to verify that access issues have been 
resolved and that transferring employees now have the correct 
updated access levels. 

9. Review and Approval: 

• Submit your findings and actions for review and approval by relevant 
stakeholders. 

10. Documentation: 

• Maintain detailed records of the logical access transfer testing process 
for audit and compliance purposes. 
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Testing Table with User IDs and Conclusions:  

User   User ID Job Role Access 
Level 

Access 
Verified 

Conclusion 

Alice Johnson ajohnson Marketing Employee Pass/Fail Pass 

Bob S mith bsmith IT 
Support 

Employee Pass/Fail Pass 

Carol Davis cdavis Finance Manager Pass/Fail Pass 

David Brown dbrown HR Employee Pass/Fail Pass 

Emily White ewhite Sales Employee Pass/Fail Pass 

Frank Wilson fwilson R&D Manager Pass/Fail Pass 

 

Exercise: Logical Access Termination Testing 

Scenario: You are the security administrator at "Skillweed Academy Inc." Your 
organization has a list of employees who have recently left the company. Your task 
is to verify that each terminated employee's access permissions have been promptly 
and accurately revoked. 

 

List of Terminated Employees: 

1. Alice Johnson - Marketing 

2. Bob Smith - IT Support 

3. Carol Davis - Finance 

4. David Brown - HR 
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Access Levels: 

• Administrator: Full access to all resources, including sensitive data. 

• Manager: Access to department-specific resources and limited access to 
sensitive data. 

• Employee: Access to department-specific resources only. 

 

Steps for Logical Access Termination Testing: 

1. Review Termination Notices: 

• Review the termination notices for each employee to confirm their 
departure from the organization. 

2. Verify User Accounts: 

• Confirm that the user accounts for terminated employees have been 
deactivated or removed from the system. 

3. Check Access Revocation: 

• Ensure that access permissions for terminated employees have been 
promptly revoked for all company resources. 

• Verify that terminated employees no longer have access to any 
resources. 

4. Test Access: 

• Attempt to log in to the company's resources (e.g., file shares, 
databases, applications) using the credentials of the terminated 
employees. 

• Ensure that access is denied, and the terminated employees cannot 
access any company resources. 

5. Document Findings: 

• Document the results of your testing, including any issues or 
discrepancies you find. 

• Note down any corrective actions needed to address access issues. 
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6. Reporting: 

• Generate a report summarizing your findings and actions taken. 

• Provide this report to the appropriate stakeholders, including IT, HR, 
and department managers. 

7. Remediation: 

• Work with the IT team to address any access issues and ensure that 
terminated employees' access has been fully revoked. 

8. Re-testing: 

• Conduct a follow-up test to re-verify that terminated employees no 
longer have access to any company resources. 

9. Review and Approval: 

• Submit your findings and actions for review and approval by relevant 
stakeholders. 

10. Documentation: 

• Maintain detailed records of the logical access termination testing 
process for audit and compliance purposes. 

 

Testing Table with User IDs and Conclusions: 

Employee User ID Job Role Access 
Revoked 

Access 
Verified 

Conclusion 

Alice 
Johnson 

ajohnson Marketing Yes Pass/Fail Pass 

Bob Smith bsmith IT Support Yes Pass/Fail Pass 

Carol Davis cdavis Finance Yes Pass/Fail Pass 

David Brown dbrown HR Yes Pass/Fail Pass 
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Table for Active and Revoked SAP Application Access: 

Employee User ID SAP Access Status 

Alice Johnson ajohnson Access Revoked 

Bob Smith bsmith Active User 

Carol Davis cdavis Access Revoked 

David Brown dbrown Active User 

Emily White ewhite Active User 

Frank Wilson fwilson Active User 

 

In this table: 

• Alice Johnson and Carol Davis have had their SAP application access revoked. 

• Bob Smith, David Brown, Emily White, and Frank Wilson are still active users 
of the SAP application. 

You can use this table to maintain a record of employee SAP application access 
status, helping you ensure that access is promptly revoked for terminated employees 
and that active employees continue to have the necessary access. 

 

User Access Policy: 

Policy Title: User Access Control Policy 

Policy Statement: This policy outlines the principles and procedures for managing 
user access to company resources, ensuring confidentiality, integrity, and availability 
of data while maintaining compliance with relevant regulations. 
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Policy Objectives: 

1. To grant access to authorized users based on their job roles and 
responsibilities. 

2. To protect sensitive information by enforcing the principle of least privilege. 

3. To promptly revoke access for terminated or inactive users. 

4. To ensure compliance with applicable laws, regulations, and industry 
standards. 

5. To provide a framework for regular access review and audits. 

 

User Access Procedure: 

Procedure Title: User Access Control Procedure 

1. User Access Request: 

• Users must submit access requests through the designated request form. 

• Access requests should specify the resources required and the reason for 
access. 

• Requests should be approved by the user's supervisor or department 
manager. 

2. Account Creation: 

• Upon approval, the IT team will create user accounts with the appropriate 
access levels. 

• User IDs and passwords will be provided to the users. 

3. Access Level Assignment: 

• Access levels are assigned based on the user's job role and responsibilities. 

• Access levels include Administrator, Manager, and Employee. 
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4. Access Review: 

• Regular access reviews will be conducted to ensure access aligns with job 
roles. 

• Any unnecessary or excessive access will be revoked. 

5. Access Revocation: 

• Access will be promptly revoked for terminated or inactive users. 

• Access will be revoked for users who no longer require it for their job roles. 

6. Security Parameter Setting: 

• Security parameters will be configured to limit access to specific resources. 

• Password policies, encryption, and two-factor authentication will be enforced. 

7. Access Logging: 

• Access to sensitive resources will be logged and regularly reviewed for 
suspicious activity. 

• Audit logs will be retained as per the company's data retention policy. 

 

Exercise: Logical Access - Security Parameter Setting 

Scenario: You are the security administrator at "Skillweed Academy Inc." You have 
received a report indicating that user "John Smith" in the Sales department has 
access to sensitive financial data that is not compliant with the existing user access 
policy and procedure. Your task is to investigate and rectify this situation. 

 

Steps for the Exercise: 

1. Review the Access Request: Obtain the access request and approval for John 
Smith's access to sensitive financial data. 

2. Validate the Access: Check John Smith's access permissions to the sensitive 
financial data to verify if it aligns with his job role in the Sales department. 
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3. Review Security Parameters: Examine the security parameters and access 
controls for the sensitive financial data to ensure they comply with the access 
control policy. 

4. Document Findings: Record your findings, including any discrepancies in John 
Smith's access and security parameter settings. 

5. Remediation: If John Smith's access is not compliant with the policy and 
procedure, work with the IT team to rectify the situation by adjusting his 
access and security parameters. 

6. Report and Conclusion: Generate a report summarizing the findings, actions 
taken, and any necessary changes to ensure compliance with the access 
control policy. 

 

Exercise Table: 

Employee User ID Department Sensitive 
Data Access 

Security 
Parameters 

Conclusi
on 

John 
Smith 

jsmith Sales Yes Not Compliant Fail 

 

In this table, John Smith's access to sensitive financial data is not compliant with the 
access control policy and procedure, as indicated by "Fail" in the "Conclusion" 
column. The issue is related to non-compliant security parameters, which should be 
adjusted to align with the policy. This exercise helps ensure that access controls are 
consistently applied and that any discrepancies are promptly addressed to maintain 
data security and policy compliance. 

Scenario: You are the security administrator at "Skillweed Academy Inc." You have 
identified a user account, "John Smith," whose password parameters do not comply 
with the company's user access policy. You need to adjust the password parameters 
to align with the policy. 

 

 

 



   

       

 

 

 31  

IT AUDIT FUNDAMENTALS 

User Access Policy (Password Parameters): 

• Password Complexity: Minimum of 8 characters, including at least one 
uppercase letter, one lowercase letter, one digit, and one special character. 

• Password Expiration: Passwords must be changed every 90 days. 

• Account Lockout: After 5 failed login attempts, the account should be locked 
for 15 minutes. 

• Password History: Users cannot reuse their last 5 passwords. 

 

Current Password Parameters: 

Parameter Current Setting 

Minimum Length 6 characters 

Uppercase Characters Not Required 

Lowercase Characters Required 

Digits Required 

Special Characters Not Required 

Password Expiration 60 days 

Account Lockout No Lockout 

Password History Not Enforced 
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Policy-Compliant Password Parameters: 

Parameter Policy Setting 

Minimum Length 8 characters 

Uppercase Characters Required 

Lowercase Characters Required 

Digits Required 

Special Characters Required 

Password Expiration 90 days 

Account Lockout 5 failed attempts, 15 minutes lockout 

Password History Last 5 passwords cannot be reused 

 

Steps for Adjusting Password Parameters: 

1. Review Current Settings: Examine the current password parameters for John 
Smith's account and compare them with the policy-compliant settings. 

2. Adjust Settings: Modify the password parameters for John Smith's account to 
meet the policy-compliant settings. 

3. Notify User: Inform John Smith of the updated password requirements and 
the need to change his password accordingly. 

4. Enforce Policy: Ensure that the new password parameters are enforced for 
John Smith's account. 
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Password Parameters Adjustment Table: 

Parameter                 Current Setting    Policy Setting     Conclusion  

 Minimum Length             6 characters       8 characters       Fail        

 Uppercase 
Characters      

 Not Required      Required          Fail        

 Lowercase 
Characters      

 Required          Required          Pass        

 Digits                     Required          Required          Pass        

 Special Characters         Not Required      Required          Fail        

 Password 
Expiration       

 60 days            90 days            Fail        

 Account Lockout            No Lockout        5 failed attempts, 15 minutes 
lockout  

 Fail        

 Password History           Not Enforced      Last 5 passwords cannot be 
reused  

 Fail        

 

In this table, the "Current Setting" column represents the existing password 
parameters for John Smith's account, and the "Policy Setting" column shows the 
policy-compliant settings. The "Conclusion" column indicates whether each 
parameter is compliant with the policy ("Pass") or not compliant ("Fail"). In this case, 
several parameters do not comply with the policy, and adjustments are needed to 
align with the company's password policy. 
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Exercise: Change Management Testing 

Scenario: You are a change management coordinator at "Skillweed Academy Inc." 
Several proposed changes are scheduled to be implemented in the organization. 
Your task is to conduct testing to ensure that these changes are successful and do 
not negatively impact the organization's operations. 

 

List of Proposed Changes: 

1. Change 1: Upgrade the company's email server software to the latest version. 

2. Change 2: Implement a new firewall rule to restrict access to a specific 
network segment. 

3. Change 3: Migrate the company's website to a new hosting provider. 

4. Change 4: Deploy new antivirus software on all company computers. 

 

Testing Steps: 

1. Change Assessment: 

• Review the details of each proposed change, including the scope, 
objectives, and potential impact. 

2. Change Planning: 

• Ensure that each change has a documented plan, including a rollback 
plan in case of issues. 

3. Change Testing: 

• Execute tests for each change based on the provided testing plan. 

• Verify that the changes do not disrupt existing services or systems. 

4. Documentation: 

• Maintain detailed records of the testing process, including any issues 
encountered. 

5. Conclusion: 

• Provide Pass or Fail conclusions for each change based on the testing 
results. 
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Testing Table with User IDs and Conclusions: 

Change          Change ID   User ID     Testing Status   Conclusion  

 Change 1        CHG001      admin01     Passed           Pass        

                             admin02     Passed           Pass        

                             admin03     Failed           Fail        

 Change 2        CHG002      admin01     Passed           Pass        

                             admin02     Passed           Pass        

                             admin03     Passed           Pass        

 Change 3        CHG003      admin01     Failed           Fail        

                             admin02     Failed           Fail        

                             admin03     Passed           Pass        

 Change 4        CHG004      admin01     Passed           Pass        

                             admin02     Passed           Pass        

                             admin03     Passed           Pass        

 

In this table: 

• Each row represents a specific change (Change 1, Change 2, etc.). 

• User IDs (admin01, admin02, admin03) represent the individuals responsible 
for testing each change. 

• "Testing Status" indicates whether the testing for that change passed or 
failed. 

• "Conclusion" provides an overall Pass or Fail conclusion for each change 
based on the testing results. 

The results can help you determine which changes have passed the testing and can 
proceed, and which ones have failed and require further investigation or adjustment 
before implementation. 
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Change 
Request 

Reques
ter 

Change 
Description 

Approval 
Status 

Tester Segregat
ion of 
Duties 

Change 
Monitoring 

Concl
usion 

 CR001            John 
Doe    

 Upgrade the 
company's 
database      

 Pending           Jane      Yes                     Monitoring           -           

 CR002            Alice 
Smith 

 Implement 
new security 
policies     

 
Approved         

 Bob       Yes                     Monitoring           -           

 CR003            Emily 
Brown 

 Migrate HR 
system to the 
cloud      

 
Approved         

 Carol     Yes                     Monitoring           -           

 CR004            Frank 
White 

 Install 
software 
updates            

 Pending           David     Yes                     Monitoring           -           

 CR005            Mary 
Black  

 Reconfigure 
network 
permissions     

 
Approved         

 Ethan     Yes                     Monitoring           -           

 

Here's an explanation of each column in the table: 

• Change Request: Unique identifier for each change request. 

• Requester: The person who initiated the change request. 

• Change Description: A brief description of the proposed change. 

• Approval Status: Indicates whether the change request is pending or has 
been approved. 

• Tester: The individual responsible for testing the change. 

• Segregation of Duties: Indicates whether there is segregation of duties in 
place (e.g., different individuals for requesting, approving, and testing). 

• Change Monitoring: The process of monitoring the change throughout its 
implementation. 

• Conclusion: The final conclusion after testing is completed, indicating whether 
the change has passed or failed. 
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In this example: 

• CR001 and CR004 are pending approval. 

• CR002, CR003, and CR005 have been approved. 

• Testing is ongoing (indicated by "-") for all changes, and the final conclusion 
will be added once testing is completed. 

 

Change Request Evidence: 

Change Request CR001: Upgrade the company's database (Pending) 

• Evidence: 

• Change request form submitted by John Doe. 

• Email correspondence with technical details of the upgrade. 

• Documentation: 

• Change request form with details of the requested change. 

• Email exchanges related to the request. 

• Meeting minutes documenting discussions about the upgrade. 

Change Request CR002: Implement new security policies (Approved) 

• Evidence: 

• Change request form submitted by Alice Smith. 

• Approval emails from relevant stakeholders. 

• Documentation: 

• Change request form with details of the requested change. 

• Approval emails from management or the change review board. 

• Document outlining the new security policies to be implemented. 
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Change Request CR003: Migrate HR system to the cloud (Approved) 

• Evidence: 

• Change request form submitted by Emily Brown. 

• Approval emails from the IT department. 

• Documentation: 

• Change request form with details of the requested change. 

• Approval emails from IT department or relevant stakeholders. 

• Project plan for the migration with timelines and responsibilities. 

Change Request CR004: Install software updates (Pending) 

• Evidence: 

• Change request form submitted by Frank White. 

• Email correspondence outlining the software updates. 

• Documentation: 

• Change request form with details of the requested change. 

• Email exchanges related to the request. 

• List of software updates to be installed and their impact. 

Change Request CR005: Reconfigure network permissions (Approved) 

• Evidence: 

• Change request form submitted by Mary Black. 

• Approval emails from the network administration team. 

• Documentation: 

• Change request form with details of the requested change. 

• Approval emails from the network administration team. 

• Network configuration change plan with before-and-after diagrams. 

Each change request should have a well-documented trail of evidence and 
documentation to support its initiation, approval, testing, and monitoring phases. 
These records help ensure transparency, accountability, and compliance with 
change management processes and policies. 
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IT Operations - Backup and Recovery     

 

Exercise for IT Operations - Backup and Recovery. This exercise will involve testing 
the backup and recovery procedures for a list of systems or data. We'll create a 
sample list, perform the testing, and simulate an actual testing table with Pass/Fail 
conclusions and user IDs. 

 

Exercise: Backup and Recovery Testing 

Scenario: You are the IT Operations Manager at "Skillweed Academy Inc." Your 
organization wants to ensure that backup and recovery procedures are effective in 
case of data loss or system failure. You need to test the backup and recovery 
processes for critical systems and data. 
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List of Systems/Data for Testing: 

1. Email Server Data 

2. Database Server (Customer Data) 

3. Web Application Configuration 

4. File Server (Departmental Data) 

5. User Home Directories 

 

Testing Steps: 

1. Preparation: 

• Identify the specific backup and recovery procedures for each 
system/data. 

• Ensure that backup schedules are up to date. 

2. Test Execution: 

• Simulate data loss or system failure for each system/data. 

• Initiate the recovery process according to the established procedures. 

3. Validation: 

• Verify the completeness and accuracy of the recovered data/systems. 

• Confirm that the recovery process adheres to the Recovery Time 
Objective (RTO) and Recovery Point Objective (RPO) for each 
system/data. 

4. Documentation: 

• Document the results of each test, including any issues encountered 
during recovery. 

5. Conclusion: 

• Provide Pass or Fail conclusions for each system/data based on the 
testing results. 
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Testing Table with User IDs and Conclusions: 

System/Data            User ID     Backup and Recovery Status   Conclusion  

 Email Server Data      admin01     Successful Recovery          Pass        

 Database (Customer)    admin02     Partial Recovery             Fail        

 Web App Configuration  admin03     Successful Recovery          Pass        

 File Server (Dept.)    admin04     Successful Recovery          Pass        

 User Home Directories  admin05     Successful Recovery          Pass        

  

In this table: 

• Each row represents a specific system or data set. 

• User IDs (admin01, admin02, etc.) represent the individuals responsible for 
testing each system/data. 

• "Backup and Recovery Status" indicates whether the backup and recovery 
process was successful or not. 

• "Conclusion" provides an overall Pass or Fail conclusion for each system/data 
based on the testing results. 

This table helps you assess the effectiveness of your backup and recovery 
procedures for critical systems and data. A Pass indicates that the procedures are 
working as expected, while a Fail highlights areas that need improvement. 
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Exercise: Problem and Incident Management Testing 

Scenario: You are the IT Operations Manager at "Skillweed Academy Inc." Your 
organization wants to ensure that the incident and problem management processes 
are effective in handling IT issues. You need to test the process for managing and 
resolving incidents and problems. 

 

List of Incidents and Problems for Testing: 

1. Incident: User reports inability to access email. 

2. Incident: Server outage reported by monitoring system. 

3. Problem: Frequent network connectivity issues in the Sales department. 

4. Problem: High CPU usage on the database server. 

 

Testing Steps: 

1. Incident and Problem Identification: 

• Identify the nature of each incident or problem. 

• Ensure that proper categorization and prioritization have been done. 

2. Incident and Problem Logging: 

• Log each incident or problem in the incident management system. 

• Assign incident/problem IDs and support staff. 

3. Investigation and Diagnosis: 

• For incidents, diagnose the issue to restore service quickly. 

• For problems, initiate root cause analysis to identify underlying issues. 

4. Resolution and Recovery: 

• Take actions to resolve the incidents and return services to normal. 

• Implement workarounds for problems if immediate resolution is not 
possible. 
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5. Documentation: 

• Document the actions taken during the incident/problem resolution 
process. 

6. Closure and Review: 

• Close the incident/problem records after resolution. 

• Conduct a post-incident/post-problem review to identify improvements. 

7. Conclusion: 

• Provide Pass or Fail conclusions for each incident or problem based on 
the testing results. 

 

Testing Table with User IDs and Conclusions: 

Incident/Problem                          User ID     Resolution Status       Conclusion  

 User unable to access email (Incident)    admin01     Resolved                Pass        

 Server outage (Incident)                  admin02     Partial Resolution      Fail        

 Network connectivity issues (Problem)    admin03     Ongoing Investigation   Fail        

 High CPU on database server (Problem)     admin04     Resolved                Pass        

 

In this table: 

• Each row represents a specific incident or problem. 

• User IDs (admin01, admin02, etc.) represent the individuals responsible for 
testing each incident/problem. 

• "Resolution Status" indicates the current status of resolution or investigation. 

• "Conclusion" provides an overall Pass or Fail conclusion for each 
incident/problem based on the testing results. 

This table helps assess the effectiveness of the incident and problem management 
processes. A Pass indicates that the processes are working as expected, while a Fail 
highlights areas that need improvement or further investigation. 
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Exercise: Job Scheduling and Batch Process Testing 

Scenario: You are the IT Operations Manager at "Skillweed Academy Inc." Your 
organization relies on batch processes to perform critical operations. You need to 
test the scheduling and execution of these batch processes to ensure they run 
smoothly and deliver the expected results. 

 

List of Batch Processes for Testing: 

1. Daily Data Backup 

2. Monthly Financial Reports Generation 

3. Weekly Data Import from External Source 

4. Nightly Database Cleanup 

 

Testing Steps: 

1. Process Identification: 

• Identify each batch process to be tested and its criticality. 

• Ensure that proper scheduling parameters (e.g., frequency, timing) have 
been set. 

2. Job Scheduling: 

• Verify that the batch processes are scheduled correctly. 

• Check if dependencies between batch processes are properly defined. 

3. Job Execution: 

• Trigger the execution of each batch process based on the schedule. 

• Monitor the progress and execution time. 

4. Data Verification: 

• Validate the data or reports generated by each batch process for 
accuracy. 

• Ensure that the expected results are consistent with the actual results. 
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5. Error Handling: 

• Check if error handling mechanisms are in place for unexpected issues 
during batch process execution. 

• Verify that notifications are sent in case of failures. 

6. Documentation: 

• Document the results of each test, including any issues encountered 
during execution. 

7. Conclusion: 

• Provide Pass or Fail conclusions for each batch process based on the 
testing results. 

 

Testing Table with User IDs and Conclusions: 

Batch Process                              User ID     Execution Status        Data 
Verification   

 
Conclusio
n  

 Daily Data Backup                          
admin0
1    

 Successful 
Execution   

 Data Verified       Pass        

 Monthly Financial Reports 
Generation      

 
admin0
2    

 Successful 
Execution   

 Data Verified       Pass        

 Weekly Data Import                         
admin0
3    

 Successful 
Execution   

 Data Verified       Pass        

 Nightly Database Cleanup                   
admin0
4    

 Partial Execution       Data Not 
Verified  

 Fail        
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In this table: 

• Each row represents a specific batch process. 

• User IDs (admin01, admin02, etc.) represent the individuals responsible for 
testing each batch process. 

• "Execution Status" indicates the current status of batch process execution. 

• "Data Verification" shows whether the data or reports generated by the batch 
process have been verified for accuracy. 

• "Conclusion" provides an overall Pass or Fail conclusion for each batch 
process based on the testing results. 

This table helps assess the effectiveness of job scheduling and batch process 
execution. A Pass indicates that the processes are working as expected, while a Fail 
highlights areas that need improvement or further investigation. 
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